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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoe npegHasHavyeHne WEP-30L n WEP-30L-Z — ycTaHOBKa BHYTPW 34aHUi1 B Ka4ecTBe TOYeK AoCTyna K
pas/IMyHbIM pecypcam ¢ co3gaHnem 6ecLLIOBHOM 6eCrnpoBOAHON CETU U3 HECKONbKNX NOEHTUYHBLIX TOYEK
poctyna («PoyMUHI»), ecniv TeppUTOpUS NOKPbITUSE AOCTATOYHO BE/IMKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

@ nNpeaynpexaenns MHOPMUPYIOT NONL30BATENS O CUTYaLMAX, KOTOPbIE MOTYT HAHECT Bpej
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.




PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHbl 6ecnpoBoHble Toukn goctyna WEP-30L n WEP-30L-Z (ganee — ycTpoiicTBO, Touka A0CTyna uim
T/1). OCHOBHbIM HAa3HAYEHWEM YCTPOICTB SIB/ISIETCS cO3faHne 6ecnpoBOAHO CETV nNepefaymn AaHHbIX L2-
YPOBHS Ha CTblKe ¢ NnpoBoAHol ceTbto. WEP-30L n WEP-30L-Z nogkntoyaroTcs K NpOBOAHONM CETU Yyepes
10/100/1000/2500M Ethernet-nHtepdpeiic 1 ¢ NOMOLLbIO pagnonHTepdecoB co3faoT 6ecnpoBOAHOM
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

YcTpoiicTBa cogepxart 2 paguonHtepderica ansa opraHnsaumm AyxX nsnyecknx 6ecnpoBoiHbIX CETEN.

WEP-30L-Z nmeet BcTpoeHHsbIli IoT Hub, coBmecTumblili ¢ Z-Wave ycTpoictBamu npoussogcTtsa Eltex, ans
B3aMMOAENCTBUSA C AaTyuvkaMu 1 YCTPOCTBamMmn akocuctemsl 10T u ynpasneHns nmm yepes nnarcopmy Eltex
Smart Cloud (Eltex SC).

WEP-30L n WEP-30L-Z noagaepxvBatoT COBpeMEHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB M NO3BONSET
nepefasarb Hanbosiee BaxHbIn Tpauk B 60/1ee NPUOPUTETHBIX O4epeasix N0 CPaBHEHWUIO C 0ObIYHbLIM.
Mpuoputnsauma obecneunsaeTtcsl creayowmmm TexHonoruamm QoS: CoS (cneumanbHble MeTku B none VLAN-
naketa) n ToS (meTku B nosne IP-naketa). Moaaepxka qyHKUMOHaNa LenuHra Tpadguka Ha kaxaom VAP
No3BONSAET B NOJSIHOW Mepe ynpas/inaTb AOCTYNOM, KA4ECTBOM CEPBUCOB M OrpaHUYEHUAMN Kak A/151 BCeX
abOHEHTOB, TaK 1 A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO OPMEHTMPOBAHO Ha YCTAHOBKY B Ohuchl (roCyiapCTBEHHbIE YUPEXAEHUS, KOH(PEPEHL-3au1bl,
nabopartopuu, FoCTUHNLbI 1 Ap.). BO3MOXHOCTb CO3/jaHMsi BUPTYasTbHbIX TOYEK AOCTYNa C pas/IMyHbIMU TNaMm
LWwndopoBaHus no3sosnset ycraHasnmsatbe WEP-30L n WEP-30L-Z B opraHusauusix, rae Tpebyercs
pasrpaHuyeHune npas AoCcTyna Mexay 06blYHbIMW NOSb30BaTENSAMU U BblAE/IEeHHbIMU FpynnamMu
nonb3oBaTenei.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;

* WIi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax;

* VIHTepdeiic Z-Wave — paguouHTtepdelic ans ynpaenenusi akocuctemoli loT (Tonbko gns WEP-30L-2).

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNUPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* nogaepxka ckpbitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsarop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* nogaepxka APSD;

* nopaepxka pexumMa knneHta (STA).
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Cemesble (hyHKyuU:

* aBTOMaTM4ecKoe CorsiacoBaHne CKOPOCTU, AYNSIEKCHOTO PeXrUMa 1 NepeksIioveHns Mexay pexmumamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogpepxka GRE;

* nepegaya aboOHEHTCKOro Tpadmka BHE TyHHenen;

+ nogpepxka ACL,;

* nogaepxka NTP;

* nogaepxka Syslog;

* nognepxka IPvo;

* noggepxka LLDP.

®dyHkyuu QoS:

* NPUYOPUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;

* OrpaHu4yeHue NpPonyckHO cnocobHoCTM Ans kaxaoln VAP;

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHT],;
* n3MeHeHune napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/0OWE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepes RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyagosaHna WEP-30L/WEP-30L-Z.

_-r/_-h\/__h\'u

Cepoep
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHaIbHaA cxema ucrnosnb3osaHusa WEP-30L/WEP-30L-Z
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl nHTepeiica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuuuneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

RJ-45
10/100/1000/2500 M6uT/c, aBTOONpPEAENEHME

BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 MI')
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mry
- 149-165 (5735-5835 My

2.4T1Tuy, 802.11ax: 574 Méut/c
51Ty, 802.11ax: 1201 Méut/c

2.4T1Tuy: 120
5muy: 120

2.41Tu: 20 abm
51Tu: 20 pbm

2.4TTu: ~3 obu
50Tu: ~3 gbun

2.4TTu: Bo-95 obm
51Tu: go-95 gbm

LieHTpasiM3oBaHHaa aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wndpposaHve faHHbIXx WPA/WPA2/WPA3/OWE

nopnepxka Captive Portal

PagnounTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

loT Hub (Tonbko ana WEP-30L-Z)

YacTtoTa curHana Z-Wave mogyns

869 Mry
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YnpaBneHune
YpaaneHHoe ynpasfieHne web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHuyeHune gocTtyna no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

OGLwume napamMeTpbl

Flash-namaTtb 128 MB SPI-NAND Flash

RAM 256 Mb DDR3 RAM

MutaHne PoE 48 B/56 B (IEEE 802.3af-2003)
MoTpebnsemast MOLLHOCTb He 6onee 12,95 Bt

Pabounin gnanasoH Temneparyp oT+5 00 +40 °C

OTHOCKTEeNbHAasA BNaXHOCTb Npu 0o 80 %

Temneparype 25 °C

Ma6aputsbl (QuameTp x BbICOTA) 230 x 56 MM
Macca 0,5 kr
Cpok cnyx6bl He meHee 15 net

10



2.4 [OuarpamMmbl HanpasneHHOCTU

PykoBoacTBo no akcnnyartauum WEP-30L, WEP-30L-Z

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

MonoxeHue npn nsmepeHnn

AZIMUTH (X2)

s

{}GE (POE)

o T L T I ]

225

120 60

-0 -5

s

ELEVATION (YZ)

AnanasoH 2.4 Ty,
Y“
105 5
120 60
135 43
150 30
165 15
4
150 B0 25 20 15 -0 5 0 :
195
210
225
240
255
AnanasoH 5Ty,
llY
105 5
120 60
133 43
150 30
165 15

B0 25 20 -13 10 -5 0
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporictea WEP-30L 1 WEP-30L-Z BbINosiHEHbI B N1aCTUKOBOM KOpnyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA B OCHOBHOI NaHENN yCTPOCTBA NPUBEAEH HA PUCYHKE 2.

25GE (Pof) =

"G % 244sé- I
FO 560 /
“lL

|
A

2 3 4

PucyHok 2 — BHeluHuin BuA, ocHoBHon naHenn WEP-30L n WEP-30L-Z

Ha ocHoBHoW naHenu yctpoiictes WEP-30L n WEP-30L-Z pacnonoxeHbl cieayoume CBETOBbIE UHAMKATOPSI,
pas3beMbl 1 OpraHbl ynpaeneHus (tabnuua 2).

Tabnuua 2 — OnncaHne MHAMKATOPOB, MOPTOB 1 OPraHoOB YNpaB/eHus

AneMeHT naHenu OnucaHue

1 LAN CseToBasi MHAMKaUMsi cocTosHuA nopTa 2.5GE (PoE)

2 2.5GE (PoE) Mopt 2.5GE ans nogkntoyeHus Ethernet-kabens u nogaun nutaHmua PoE+
3 F KHonka cbpoca K 3aBOACKMM HacTpoikam

4  Wi-Fi MHAavKaTopbl akTMBHOCTM COOTBETCTBYOLWMX Moaynein Wi-Fi

12
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2.5.2 BepxHsasa naHenb yCTpoicTBa

BHelwHWin BUA, BepxHeli naHeny ycTponcTea npuBefeH Ha puUcyHke 3.

1

PucyHok 3 — BHewHwuin Bug, BepxHei naHenin WEP-30L n WEP-30L-Z

Ta6nuua 3 — OnucaHve MHAVKATOPOB BEPXHEN naHenu

AneMeHT naHenun OnucaHue

1 Power WHaykaTop cTatyca paboTbl ycTpoiicTea

13
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2.6 CpetoBas nHgukauus

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

Nupunkarop CocTosiHMe nHamkaropa CocTosiHMe ycTpoucTBa
Wi-Fi 3eneHblii, ropuT NOCTOSHHO Cetb Wi-Fi akTuBHa
3eneHblit, muraet lNpouecc nepegayn faHHbIX NO

6ecnpoBoHoIi CeTU

LAN lopwuT 3eneHblii ceeTogmog (10, 100 M6uT/c), roput YCTaHOB/MEHO COEMHEHNE C
opaHxeBblin ceeToamog (1000, 2500 M6éuT/c) NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM
3eneHsblii, muraet Mpouecc nakeTHOI nepeaayn AaHHbIX No

LAN-uHTepdoeiicy

Power 3eneHsbll, FopuUT NOCTOAHHO BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

OpaH)XeBblii, FTOPUT NOCTOSIHHO YCTPOICTBO 3arpyXeHo, HO He Noy4YeH
IP-appec no DHCP

KpacHbliA, rOpUT NOCTOSIHHO 3arpyska ycTpoiicTea

2.7 C6poc K 3aBOACKMM HacTpoiikam

[ns cépoca K 3aBOACKMM HACTPOKaM Heo6x04MMO B 3arpy>XeHHOM COCTOSIHUM YCTPOIMCTBA HaXaTb U
yaepxusartb KHOMKY «F» B TedyeHne 10-15 cekyHz, noka nHamkarop «Power» He HauHeT muratb. [Mpousoinget
aBTOoMaruyeckas nepesarpyska yctpoictaa. Mpu 3aBofckux yctaHoBkax dyaet 3anyuieH DHCP-knveHT. B
cny4ae, ecnv agpec He 6yaet nony4veH no DHCP, To y ycTpoiicTBa 6yaeT 3aBogckoli IP-agpec — 192.168.1.10,
mMacka nogcetn — 255.255.255.0, ums nonb3oBarens/napons Ans foctyna yepes web-uHrepdpeiic: admin/
password.

2.8 KomnnekT nocTaBKu
B komMnekT nocTtaBku BXOOAT:

+ obopyposBaHue paguogoctyna WEP-30L/WEP-30L-Z;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

14
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.
2.

PekomeHayemoe ycTaHaBMBaeMOoe NosIoXeHVe: TOpU30OHTasIbHOE, Ha NOTOJIKE.

Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
Takke neperopoakun n3 6pyca 60sbLIOr0 AnameTpa, EMKOCTU C BOAOW 1 3epkasia MoryT
3HaYMTEeNbHO yMeHbWNTb paguyc gerictensa Wi-Fi cetn. He pekomeHayeTcs pasmelleHme co
BHYTPEHHEWN CTOPOHbI (DasbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
pacrnpocTpaHeHve curHasa n ero 3atyxaHve npu npoxoxaeHun yepes peLleTky kapkaca
dhanbLunoTosika. o 3Toi Xe NnpuynHe He pekoMeHAYeTCs YCTaHOBKa 3a AepeBAHHbIM MOTO/IKOM
n B yrnyoneHusax.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl JO/MKEH NepecekaTbCs C COCeHel CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraetcs ncnosib3osaHve VolP, N0TOKOBOro BUAeOBeLLaHNsS U APYroro YyBCTBUTETbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIR pagnyc oxeara yBepeHHoro npunema todek goctyna WEP-30L n WEP-30L-Z
NpyY MOHTaXe Ha NOTOJIKE B TUNOBbLIX OPUCHLIX NnoMeLeHnax: 2.4 Iy, — 40-50 m, 5Ty — 20-30 m. MNpnu
NO/THOM OTCYTCTBUM NPensaTcTBuin pagunyc oxeata: 2.4 'y — o 100 m, 5Ty, — o 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNne ypoBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckan pewleTka (suelika 13x6 M, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2,483y,

PucyHok 4 — O6was guarpaMmMa nepekpbITUA YacTOTHbIX KaHauioB B 2.4 [T
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Mpumep cxeMbl pacnpeaeneHns KAHa/I0B MexXy CoceHMI ToYKaMu B Ananasoxe 2.4 Ty npy wiprHe

kaHana B 20 MI'y, npuBefeH Ha pucyHke 5.

PykoBOZACTBO No akcnyatauum WEP-30L, WEP-30L-Z

PucyHok 5 — Cxema pacrnpefesnieHus KaHasioB MeXxay cocefHMMM ToukamMu AoCTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 My,

AHa10rMYHO PEKOMEHOYETCA COXPAHATb AaHHbIVI MexXaHn3M pacnpegesnieHna KaHas10B Npu pacnos1oxXeHnn

TOUEK MeXAy aTaxamu (PUCYHOK 6).

= S =
D,

A

P VLY,

PucyHok 6 — CxemMa pacnpefeneHs KaHaoB Mexay COCeAHMMM TOUKaMU AOCTyna, PacrosIOKEHHbIMU MeXay

Mpwn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyyasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
EEEChamel# (SSSSNsSy SIBNSRIBNBLI 2B56S
] I I

ATaKamun

A A A A A A A AR A A A A A A A A A A A A A A A
somiz V.V VN LV VOV VY L V)
80 MHz / \/ \ ' \ \ \ \

160 MHz

Examples of [
non-contiguous

VHTB0+80 MHz L
setup

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,

[ i
[
[

SR

TR,
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4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTte NIacTUKOBbIV KPOHLITENH (BXOAUT B KOMM/IEKT NOCTaBKM) HA CTEHE:

MnacTHKoBLIA KPOHLLTEAH

WEP-30L

PucyHok 8 — KpenneHune KpoHLUTeliHa Ha CTeHe

a. Mpymep pacnonoxeHns NIacTUKOBOrO KPOHLUTEHA nokasaH Ha pUCyHke 8.

6. Mpwn yCcTaHOBKE KPOHLUTEHA HY>XHO NPONYyCTUTb MPOBOAA B COOTBETCTBYHOLLME Na3bl HA
KPOHLUTENHE, PUCYHOK 8.

B. COBMeCTUTE OTBEPCTMS [/1 BUHTOB Ha KPOHLUTEHE C TaKUMU XXe OTBEPCTUSIMU HA MOBEPXHOCTMU.
C NoMOoLLbi0 OTBEPTKM NPUKPENUTE KPOHLITENH BUHTAMU K MOBEPXHOCTU.

2. YcTaHOBUTE YCTPOICTBO.

a. MoakniounTe Kabenu K COOTBETCTBYIOLLMM pasbemam ycTpoiicTea. OnvcaHve pa3beMoB
npvBeAeHo B pasaene KOHCTPYKTUBHOE VCNONHEHNE.

6. CoBMeCTUTE YCTPOMCTBO C KPOHLUTENHOM M 3adIUKCUMPYIATE NOMOXEHWE, NOTSHYB €r0 BHU3.
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

4.2 YcTaHOBKa yCTpPOWCTBa Ha (dasibLUNOTONOK

@ He pexomengyeTcs pasMellieHne ¢ BHYTPeHHell CTOPOHbI (haslbLUMOTOSKA, TaK Kak MeTannyeckuii
KapKac Bbl3blBaeT MHOr0/ly4eBOE PacnpOCTPaHEeHME CUTHasIa 1 ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNNnyecknii KPOHLITENH; 2 — naHeslb APMCTPOHT; 3 — NIACTUKOBbIA KPOHLITENH; 4 — BUHTbI; 5 —
YCTPOWCTBO.

PucyHok 9 — MoHTax ycTpoicTea Ha hasibLUNOTO0K
1. 3akpenute MeTa/I/IMYECKNi 1 NNACTUKOBbLIV KPOHLITENHbI Ha NoTosKe (pPUCyHOK 9):

a. CoeiHNTE NNAacTMKOBbI/ KPOHLUTENH (3) Ha (asbLUNOTOMNKE C META/I/IMYECKUM KPOHLUTEHOM (1) B
cnegyoLemM nopsake: MeTasi/IMyecknii KPOHLUTENH -> naHeslb APMCTPOHT -> M/1aCTUKOBBIT
KPOHLUTENH.

6. B naHenu ApMCTPOHT NMPOPEXbLTE 0TBEPCTUE Pa3MepoM C OTBEPCTME META/I/IMYECKOTO
KpPOHLUTEWHA. Yepe3 AaHHOe 0TBEPCTUE 3aBOAATCA NPOBOAA.

B. CoBmMecCTuTE OTBEPCTUA Ha METaJIJTTUYECKOM KpOHLIJTeI\/IIHe, naHenn APMCTPOHT U NJ1IaCTUKOBOM
KpOHLIJTeI\/JIHe. Janee coBmecTuUTe 0TBEPCTUA A1 BUHTOB Ha N/1acTUKOBOM KpOHUJTeVIHe C TakKnmm xe
OTBEPCTUAMUN Ha METAJIJTNHECKOM KpOHLIJTEﬁHG. C nomoLupbo OTBEPTKMN COEANHUTE KpOHLIJTEI7IHbI
BUHTaMW.

2. YcTaHoBUTE YCTPOICTBO:

a. MoakntounTe Kabenm K COOTBETCTBYIOLMM pa3bemam ycTpolicTBa. OnncaHme pasbLemMoB
npvBefeHo B pasaene KoHCTPYKTYBHOE VCTO/THEHVE,

6. CoBMeCT/TE YCTPOWCTBO C NIACTMKOBbLIM KPOHLUTEHOM 1 3adhMKCMpYIATe NOMOXKEHNE,
noBopayvBasi yCTPOCTBO MO YacOBOl CTPESIKE.

4.3 TlopsAAoK CHATUA YCTPOMCTBA C KPOHLWITENHA
[na cHATMA YCTPOMCTBA C KPOHLLTENHA:

1. MNoTsHUTE YCTPOIACTBO BBEPX (PUCYHOK 8).
2. CHuUMUTE YCTPOICTBO.

19



5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTt: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpwu ycnewHoM o6HapyXXeHnn yCTPoCcTBa B OKHe Bpay3epa 0Tob6pa3nTcs cTpaHuua ¢ 3anpocoM MMeHN
nosb3oBaTtens n napons. B kauectse npumepa B JaHHOM PyKOBOACTBE npuBeaeH web-nHrepdeic
ycTporictea WEP-30L. EanHcTBeHHOE oTanyme web-untepgeincos WEP-30L n WEP-30L-Z 3akntouaeTcs B

Hannunmn Bknaakn Z-Wave, kotopas nmeetcs Tonbko y WEP-30L-Z. OnncaHvne gaHHo BKiagku byaet

npusegeHo B pasgene MeHio «Z-Wave».

WEP-30L

3. BBeguTe ums nonb3oBaresnis B CTPOKe «BBeAUTe NOrMH» 1 Naposib B CTPOKe «BBeAUTE Naposib».

© 3asogckue ycTaHOBKM: N0TMH — admin, naposb — password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPVHIA COCTOSIHUSA YCTPOICTBA.

MoHuTOpHHT Radio VAP

Wi-Fi knuenTe

WDS

CramcTuka no Tpadmiy
Cranuposarie acupa
Hypran cobbmai
Cetesan unchopuauna

Wudhoprauma o
paavonHTeptericax

Wrudpopmaumn o6 ycrpoiicTee »

STA CeTeskle HacTpoik1

Wanenue

AnnapaTHan sepcka
3asopcxoii MAC-appec
CepriiHeli Homep
Bepcua M0

Pe3sepenan eepcuA N0
BepcuA zarpyaumnka
CucTemHoe BpemMa
Bpewma pabote!

3arpyaka LMY

Mcnoneayeman naMaTe

%
3

BrewHue cepeicel

Cuctema

w2

WP52000401

17.10.2025 12:47:08
17 gn, 00:56:52

4%

5@ 135 MbaiT / 241 MoaiT

-

(ebxog)
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

5. Mpun HEOBXOAMMOCTN MOXHO NEePEKTUNTL A3bIK 0TO6paKeHnsa nHopmauun. Ans yctpoincts WEP-30L
n WEP-30L-Z JOCTyMHbI pycckas v aHriminckas sepcun web-nHtepdeiica.

MoruTOpHHT Radio VAP WDS STA Cetesble HacTpoikm Brewunme cepencel Cncrema - (Beixon)

Wi-Fi knmenTe: Wapenne
WS AnnapatHas BEPCHA 2
3azoacxoit MAC-agpec
Cramuctuka no Tpadmey
CepuitHeIi HoMep WP52000401

CranupoBanue atvpa Bepcua N0

HypHan coBermii PesepaHan sepcun MO
Ceresan uHcbopmaLua BepoieaNG

CucTemHoe Bpems 17.10.2025 12:47:08
Wuchoprauns o
paavonHTepdeicax Bpema paboTel 17 gn, 00:56:52

Wrdbopmaryn ob ycTpoiictee > SapraaliE: e

Menonsayeman namaTs 5@ 135 MBair / 241 MGaiit

5.2 MpumeHeHne KoHUrypaumum n oTMeHa 3MeHeHwit

1. MpuUMeHeHne KoHUrypaumm

Mpn HaXXaTUK KHOMKM 3anyckaeTcsi IPOLEecc coxpaHeHust KoHdurypauum Bo flash-
namsiTb YCTPOICTBA 1 NPUMEHEHNE HOBbIX HACTPOeK. Bce HacTpolikv BCTynatoT B cuny 6e3
nepesarpysku yCTpoiicTea.

B web-uHtepdpeiice WEP-30L n WEP-30L-Z peanun3oBaHa BU3yasibHas MHAMKALWA TEKYLLLEro COCTOSAHUSA
npouecca nprMeHeHnst HacTpoek (Tabnuua 6).

Tabnvua 6 — BusyasibHas MHAMKALMS TEKYLLLETO COCTOSIHMA NpoLiecca NPUMEHEHNS HACTPOEK

BHewHuii BUA OnucaHue COCTOSIHUSA

Nocne HaxkaTusa Ha KHOMNKY «[MpUMeHUTL» NPOUCXOANT NPOLLECC NPUMEHEHNA U

3anucy HacTpoek B NamMsAThb ycTpoiicTea. O6 3TOM MHpOPMMPYET 3HadYoK Ll B
Ha3BaHWV BKNAAKN 1 Ha KHOMKE «[PUMEHNTb.
O6 ycneLiHoM CoXpaHeHUn 1 MPUMEHEHUN HACTPOEK MHADOPMMPYET 3HAYOK

B Ha3BaHUW BKIAKN.

2. OTMeHa U3MeHeHuM

© OtmeHa n3sMeHeHuit NPOM3BOANTCS TOMBKO [0 HAXATUSA Ha KHOMKY «MpUMeHUTL». MpU HaXKaTum Ha
KHOMKY «[TpUMEHUTb» N3MEHEHHbIE Ha CTpaHULLe NapaMeTpbl 6yayT 06HOB/EHbI HA TEKYLLME 3HAYEHWS,
3anvcaHHble B NaMATU yCTpoicTBa. [locne Haxatusa Ha KHOMKY «[puMeHUTb» BO3BPAT K NpeablayLunm
HacTpolikam 6yaeT HEBO3MOXEH.

. . X OTmexa
KHOMKa OTMEHbI U3MEHEHUI NMEET CreayoLni BUA!
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

MoruTopuHr Radio VAP

Wrdpopmarms of ycTpoiicTee >

8 000 "Mpednpuamue "3nmexc”, 2023

WDS STA CeTeBrle HacTpoOIKK Brewrue

W3genue

AnnapaThas BepCA
3asoacxoi MAC-agpec
CepuitHeii Homep
Bepacua M0

Pezeperan sepeua M0
Bepcun aarpyaqmnka
CuctemHoe Bpema
Bpewma paboTel

3arpyzka LMY

Mcnoneayemas namats

WP52000401

17.10.2025 12:47:08
17 gu, 00:56:52

4%

DD 135 MGaiir / 241 MGair

Bepeun 110 (Bepcun WEE.

OKHO Mo/b30BaTeNbCKOro NHTEepdelica pasgeneHo Ha NsaTb obnacTeii:

1.

arw

Bknagkv MeHio — on1a rpynnupoBKun NogMeHto no kateropussm: MoHutopuHr, Radio, VAP, WDS, Z-Wave
(Tonbko y WEP-30L-Z), STA, CeTeBble HacTpoliku, BHewHue cepBuchl, Cuctema.
Bbi60p si3blka MHTepdielica 1 KHomka «(BbIxoq)», NpeAHa3HauyeHHas A1 3aBepLUeHnst ceaHca paboThl B
web-nHTepdelice nog faHHbIM NONb30BaTENEM.

Bknagkv nogmeHo — 4715 ynpas/ieHns NoJsIeM HacTpOeK.

Mone HacTpoek ycTpoincTBa — A/ NPOCMOTPa AaHHbIX Y KOHUrypawumu.
NHdopmauvoHHoe norse, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO Ha YCTPOWCTBE.
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MoHUTOpMHT Radio VAP WwDs STA CeTesele HACTPOWKMA BHeluHmMe cepBicel Cucrema - (esxon)

Wi-Fi knmeHTsl > £ ObHoenTs

WDS

> RX
Cramicruka no Tpadey Wmn Link Link Link Quality ~ RSSI, SNR, BW, BW, Bpems
Facti Ne xocra IP-appec MAC-agpec Wutepdeiic  Capacity Quality Common nbm ob TxRate RxRate My My paboTbl

CraHnposanie adupa v o1 wilan1-va0 100 100 87 -51 32 HE NSS2 HE NSS2 20 20 00:03:06
MCS11 MCS9 MGI
Hypran coBemai 286.8 216.7

Cereaan unpopuauma Mepenake / npuHATO BCero, BaiT 4 295 134/213 782 Mepenako ¢ owwbkaty, naketos 1

Whchopraln o lNepenaHo / NPUHATO BCETD, NAKETOR 3195/878 MoETopEl Nepenaquy 3a nocneqHWA nepuog, 0
paavonHTepdelicax nakeTos
MNepeaaHo / NpUHATO faHHEX, GaiT 4294 800 213 650
~ . OBLee wKCno NOBTOPOB Nepenaqy, NakeTos 177
WkpopmaLpn of ycTpoiicTee Mepenano / npuHATo fanHuix, naketos 3 190/ 874
CropocTe nepegaun / npuema, Koutic 0r0
Mogynauua NepenaHo nakeToR TMpuHATO NakeToR
0% 3 0%
NSS1-MCS11 0% 1 0%

NS51-MCS8 0
0

NS52 MCS3 0 0% 19 2%
0
0

NS52-MCS4 0% 94 1%

NS52-MCS5 0% 170 19%

NS52-MCS6 548 17% 423 48%
NSS52.MCS7 2125 67% 95 1%
NS52-MCS8 304 10% 33 4%
NS52-MCS9 186 6% 32 4%
NS52.MCS10 17 1% 4 0%

NSS2-MCST 10 0% 0 0%

* Ne — HOMep NOoAK/TIFYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa,;

+ IP-adpec — IP-agpec nogKNHUYEHHOro YCTPONCTBA;

+ MAC-adpec — MAC-aapec NoAK/IH4YEHHOrO YCTPOICTBA,;

* ViIHmepdpelic — nutepdhelic B3ammoaenctana WEP-30L ¢ noaknto4eHHbIM YCTPONCTBOM;

* Link Capacity — napameTp, KOTOPbIli 0TO6paxaeT 3PEKTUBHOCTb NCMONb30BaHMA TOUKON AOoCTyna
MOAY/IAUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KOMMYECTBa NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAIOLLMX KO3hmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro Tvna nss,
noaepXX1MBaemMoro kKfiMeHToM). MuHuMmanbHoe 3HaueHne — 2% (B ciydyae, Koraa naketbl nepegatoTcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHune 10 cekyHp,

* Link Quality — napameTp, KOTOpPbIi 0TOGPaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaBEHHbIX K/TMEHTY. MakCcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O[IMH NaKeT A0 KNMeHTa He 6blN YCNeLIHO OTNpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

* Link Quality Common — napameTp, KOTOpbIi 0TOGPaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YecTBa peTpaHCMUTOB NaKeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanibHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOIi NOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
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OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS MOAKNIOYEHNA KITUEHTa;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHa/IbHas CKOPOCTbL nepegayn, MouT/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHusa Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[lnsa BbiBOoga 60nee pa3BepHyTol MHopMaLIMK MO OnpeaesieHHOMY K/TMEHTY BbibepuTe ero B
cnucke. Moapo6Hoe onncaHne BKIOYAET B CeOs cieaytoLive napameTpsbi:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNMYeCTBO NakeToB, NepefaHHbIX C OLWMOKamMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.
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5.4.2 TMoameHo «becnpoBoAHONM KaHas»

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

B nogMeHto «BecnpoBogHOl KaHas1» 0TOGpakaeTcs MHGopMauusi NoOAKIoUeHUs B pexume kavenTa (STA) k

TOYKe AaocTtyna.

MoHuTOpUHT ~ Radio VAP WDS STA  CeTeBble HAaCTPOMKM BHELLHHE CEPBUCH CHCTEMA -~ (BbIXOM)

Wi-Fi KNTMEHTBI & O0HOBUTL

BecnpoBoaHOR KaHarn >

TX BW, RX BW,
WDS Ne MAC-agpec WuTepdpeiic  RSSL,AEM SNR,aB  TxRate RxRate Mry Mry BpemA paGoTel
~ 1 wian1 -42 36 HE N§S2 MCS10 OFDM B LGIE 20 20 00:02:50
CTaTUCTHKA No Tpaduky
2581
CraHnposanune aupa .
P pup MepeaaHo / NPUHATO Beero, GailT 79876/ 491 355 MepenaHo ¢ oWwMGKaMu, NakeTos 0
KypHan coGbITuid MepeaaHo / NPUHATO BCEro, NaKeToB 1092 /1552 MoBTOpkI NEPEfady 33 NoCNeaHUi nepuon, 0
NaKeToB
o 4 MHDODM MepeaaHo / MPUHATO JaHHbIX, GalT 79298/ 663
CETERaR MHEopMauna OOLUEE YACTO NOBTOPOB MEPENAaYH, NAKETOB 0
MepeaaHe / NPUHATO AaHHLIX, NaKeToB 107745
WHthopMaLma o
pafuouHTEppelicax Mogynauus MepeaaHo NakeToE MPHHATO NaKeToR
N OFDM& 0 0% 3 60%
WMudpopmauma of ycTporcTee
NSS2-MCS7 2 0% 0 0%
NSS2-MCsg 34 3% 1 20%
NSS2-MCSS 384 6% 1 20%
NSS2-MCS10 379 35% 0 0%
NSS2-MCS11 278 26% 0 0%

No — HOMep MOAKMHYEHHOTO YCTPOICTBA B CMUCKE;

MAC-adpec — MAC-agpec nogKNHUYEHHOro YCTPONCTBA;

Mumepgbelic — nntepeiic B3anmopeiictama WEP-30L ¢ nogxntoUYeHHbIM YCTPOIACTBOM,;
RSSI — ypoBeHb NpMHMMAaEMOoro curHana, abwm;

SNR — oTHoLleHue curHan/wym, ab;

TxRate — KaHa/bHas CKOpPOCTb nepegayn, MouT/c;

RxRate — kaHa/lbHas CKOPOCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegade, MIru;

Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;

Bpewmsi pabomsbi — Bpems coeanHernst ¢ Wi-Fi knneHTom

MNMoameHto «BecnpoBoAHOl KaHas» CTaHET JOCTYNHO MoCc/e BK/UYEHUs pexnma knveHTa (STA) Ha
Touke gocTyna. Mocne oTkAUeHns pexmma knveHTa (STA) Ha ycTpoiicTBe «BecnpoBoaHO kaHa»
OyneT CKpbIT.
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5.4.3 TMoameHto «WDS»

B nogmeHto « WDS» BbiBOAUTCA MHpOpMaLUA 0 COCTOSAHUM noakodeHHbIX no WDS Touek goctyna WEP-30L.

MOHUTOPHHT Radio VAP WDSs STA CeTesele HacTpoiik BHellHMe cepauckl Cuctema -~ (esixoa)
Wi-Fi knneHs & OBHOBMTE
WDS »
Link TX RX
CramucTvia no Tpadpmky Wma Link Link Quality RSSl,  SNR, BW, BW, Bpema
B Ne xocra [IP-agpec MAC-apgpec Wutepdeiic Capacity Quality Common nbm nb TxRate RxRate My MIy paboThl
Cranposanme spa v 1 wlant 9 94 91 -44 34 HENSS2 HENSS2 20 20 00:35:02
MCS11 MCS9
HKypran cobeimii 786.8 2729 4
Cerezan uxoptaLyi MepenaHe / npuHATo BCero, Baiit 1105 467 /5833 624 MepenaHo ¢ owMExanu, NakeTos 3
Whchopmalma o lNepegnawo / npuHATO BCero, nakeTos 12 867 /20 544 IMoeTopk! Nepega4n 3a NOCNEAHWA Nepuog, 2
paguouHTepdelicax nakeTos
Mepegako / NpUHATO AamHBX, GaiT 1016532122 271 _
~ ) Oflwee uicno NOETOPOE Nepedayum, NakeTos 1228
WrpopmalA of yeTpodicTee TMepepaxo / NPHHATD AaHHLIX, NAKETOR 12 441/ 109
CropocTs nepegaun / npuema, Koutlc 210

Moaynauus MepenaHo nakeToB MpwuuaTo NakeTos

OFDM6 0 0% 2 2%

NSS1-MCS0 mn 0% 0 0%

NSS1-MCSs4 0 0% 7 6%

NS52-MCS0 1 0% 0 0%

NSS2-MCS1 18 0% 0 0%

NSS2-MCS2 n 0% 0 0%

NS52-MCS3 1 0% 12 1%

NSS2-MC54 11 0% 7 6%

NSS2-MCS5 10 0% 5 5%

NSS2-MCS6 n 0% 4 4%

NS52-MCS7 46 0% 5 5%

NSS2-MCS8 264 2% 17 16%

NSS2-MCS9 1728 14% 27 25%

NS52-MCS10 5908 56% 23 21%

NSS$2-MCS511 3400 27% 0 0%

* Ne — HOMep NOAK/OYEHHOTO YCTPOMCTBA B CMUCKE;

* VIMsi Xxocma — ceTeBOe MMs YCTPOICTBa;

* IP-adpec — IP-agpec noakIt0HEHHOro YCTPONCTBA,;

* MAC-adpec — MAC-agpec noAk/I4eHHOro YyCTPOCTBa;

* WiHmepdgpelic — nHTepdelic Bzanmogelictensa WEP-30L ¢ nogknio4eHHbIM YCTPOINCTBOM;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT aPeKTUBHOCTb NCMONb30BaHNA TOUKON AOoCTyna
MOAyNAaLMn Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXaoi
MOAYNALMKN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhmLUmeHTOB. MakcumasibHoe 3HauyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 019 MakCMMa/lbHOTO Tuna nss,
NnoALePXXMBAEMOro KIMEHTOM). MUHUManbHOe 3HaueHne — 2% (B cnyyae, Korga naketbl nepeaatoTcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHve 10 cekyHz,

* Link Quality — napameTp, KOTOpPbI/i 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbIA Ha
OCHOBaHMW KO/IMYeCTBa PETPAHCMUTOB MaKeToB, OTMNPaB/EHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (BCe nepegaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbLITKMN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 KAMEHTA He 6blN YCNELIHO OTnpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOpbIi 0TO6paXkaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCyYUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa PETPAHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO OTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/TIOYEHUS KNTNEHTE,;

* RSSI/ — ypoBeHb npuHMMaemoro curHana, abm;

* SNR — oTHOLwWeHWe curHan/wym, ob;
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TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/c;
TX BW — nonoca nponyckaHvus Ha nepegade, MIu;
RX BW — nonoca nponyckaHus Ha npueme, My,
Bpems pabombl — BpeMs COeANHEHUSA.

[Ons BbiBoAa 6onee pasBepHyTO MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onucaHve BKKYAET B cebsl criefytolime napameTpsbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TH0YEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, Nnakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.
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5.4.4 ToameHo «CTaTnucTmKa rno Tpagouky»

B nogmeHto «CtatucTumka no Tpadiuky» oTobpaxatotcs rpadpuku CKOpoCcTy nepeaHHoro/nony4eHHoro
Tpadvka 3a nocnegHvie 3 MUHYTHI, & TaKKe CTaTUCTMKa O KOJIMYeCcTBe nepesaHHoro/nosy4yeHHoro tpaduka c
MOMEHTAa BK/THOYEHUSA TOUKN AOCTYMa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM A0CTyna 3a nocnegHne 3 MUHyTbl. Fpadvk aBTOMaTnyeckm 06HOBNSETCA Kakable 6 CEKYHA.

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku
06HOBNAETCA Kaxable 6 CEKYH/,.

MowmTopuHr Radio VAP WDS STA

WLAND T/Rx bps

Fx 0 bps (max: 0 bps)
@ Tx 0bps (max: 0 bos)

CTaTMCTVKE No Tadmuey »

CraswpoBaHRE 3tinpa

Ceresan nchopmanna

SRR sl

165412 165424 165436 165:5440 155500 165512 16:5524 165536 165548 16:56:00 165612 165624 165536 155648 165700 ta

0
2

WLAN1 Ta/Rx bps

Pz 0 bps (max: 0 bps)
@ Tx 0bos (max: 0 bos)

e e e e e

(54:00 165412 165424 165436 165440 155500 165512 165524 165536 165548 165600 165612 165624 165636 155643 165700 ts

@

LAN Tx/Rx kbps

R B2 khips (max 156 kps)
@ T 232 kps (mac B4.3 kbps)

165418 165430 165442 165454 165506 16:5518 165530 165542 165554 16.56.06 1656018 1656030 165642 16:56:54 1657.05 165718 Ls

Mepegaxo v

TIPUHATD +
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* MiHmepdgpelic — nmsa nHTepdeinca,

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

* OmbpOWeEHO nakemos — KONNYeCcTBO NakeToB, OTOPOLLUEHHLIX NPY OTNPaBKe,;
* OWubKU — KONN4YEeCTBO OLLUNOOK.

MepenaHo v
WnTepdeiic Bcero naketos Bcero 6aiiT OTBPOLIEHO NAKETOB Owuskn
LAN 4822 5618468 0 0
WLANOQ 0 0 0 0
WLAN1 0 0 0 o
eth0.200 3223 3776891 0 o]
wlan0-va0 0 0 0 0
wlan0-va1l 0 0 0 0
wilanQ-va2 0 0 0 0
wilanQ-va3 0 0 0 0
wilanQ-vad 0 0 0 0
wlan0-va5 0 0 0 o]
wlan0-vaé 0 0 0 o]
wlan1-va0 0 0 0 o]
wlan1-val 0 0 0 0
wilan1-va2 0 0 0 0
wilan1-va3 0 0 0 0
wlani-vad 0 0 0 0
wlan1-vas 0 0 0 0
wlan1-vaé 0 0 0 o]
OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca;

* Bceao nakemos — KOJIMYEeCTBO YCMeLHO NPUHATLIX NakeTos;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aiT;

* OmO6pOoWeEHO rnakemos — KOJIMYEeCTBO NakeToB, OTOPOLLEHHbIX MPY NOyYEeHUY;

* OwWubKuU — KO/IMYECTBO OLLMOOK.

[ Mpuhato v
WnTepdeiic Bcero nakeTos Beero BaiiT OTEpOLWEHD NakeToR Qwnsku
LAN 33547 3650608 0 0
WLANO o] 1] 0 0
WLAN1 o ] o 0
€th0.200 13243 1337547 o 0
wian0-va0 0 0 0 0
wian0-vail 0 0 0 0
wilan0-vaz 0 0 0 0
wilan0-va3 o] 1] 0 0
wilan0-vad o] 1] 0 0
wian0-vas 0 0 o 0
wian0-va6 0 0 o 0
wian1-va0 0 0 0 0
wiani-vail 0 0 0 0
wilani-va2 o] 1] 0 0
wilani-va3 o] 1] 0 0
wian1-va4 0 0 o 0
wilan1-vas 0 0 o 0
\_wiani-vab 0 0 0 0
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5.4.5 TMoameHo «CkaHMpoBaHue adompar

B noameHio «CKaHMpoBaHue 3achupar OCyLLECTBNSAETCA CKaHUPOBaHWE OKPYXXatoLLEero paanoadupa v
o6HapyXeHne coceiHUX ToUek AocTyna.

MoHuTopUHT Radio VAP WDs STA CeTeBsle HACTPOWHKA BHeluHKe cepancel Cuctema - (Bbixon)
Wi-Fi kmveHTs! LA ETTLEEL SN [ocneaHes cranmposanmne Bono 17.10.2025 12:58:46
WDS
241Ty 5Ty
CramcTuka no Tpadmky Posonna
Nuanazon SSID De20NacHoCTH MAC-apgpec Kanan / Liupuna RSSI1, nbm
CraHuposanue adupa »
24Ty Open 1120 7
HypHan cobeimvit
24Ty Open 620 -5
Cetesan uxopMaLmAa
241Ty WPANVPA2 9/20 -6
ashopuatpms 24y Open 1120 20
paguonHTepdelicax
241Ty WPA3 6/20 -22
Wudpopmanma o ycTpoicTee
241Ty Open 9i20 -22
2410y WPA2_1X 11/20 27
241y WPA3 13/40U -30
241y Open 11720 -31
24Ty Open 6/20 -34
241Ty WPA2 1720 -35

[nsA 3anycka npouecca ckaHMpoBaHMs 3hmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLueHust
npouecca Ha CTpaHuLe NOSIBUTCSA CNIMCOK 06HAPYXEHHbIX B paanoadnpe ToUeK AoCTyna 1 MHhopMaLms 0 HUX:

[NocnedHee ckaHupoBaHue 6b1/10... — fata yu Bpemsi NoCNefHero CKaHpoBaHus;

Juana3oH — ykasbiBaeTcsa gnanasoH 2.4 'y nnmn 5Ty, B KOTOPOM Oblsia 06HapyxeHa Touka 40oCcTyna,;
SSID — SSID o06Hapy»XeHHOW TOYKN JOCTYNa;

Pexxum 6e3onacHocmu — pexummM 6e30MacHOCT 06HapPY>XeHHOM TOYKN AOCTYNa;

MAC-adpec — MAC-agpec o6Hapy>XeHHOW TOYKN JOCTYNa;

KaHnas/LLlupuHa — pagnokaHas, Ha KOTOpoM paboTaeT obHapyXeHHast Touka AOCTyna,

RSS! — ypoBeHb, C KOTOPbIM YCTPOUCTBO NPUHMMAET CUrHas1 06Hapy)XXeHHOM TOYKM AOCTyna, ABM.

Bo Bpems ocyLLeCTBNeHUs CKaHNPoBaHUs achupa pagnovHTepdeiic ycTpoincTea 6yAeT OTK/IHUEH, YTO
npuBeaeT K HEBO3MOXHOCTN nepefayun gaHHbix 8o Wi-Fi KnneHToB BO BpeMsA CKaHUPOBaHUS.
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B noameHo «)XKypHan co6bITUii» MOXHO NMPOCMOTPETL CMUCOK MHDOPMALMOHHBIX COOBLLEHWI B peasibHOM

BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

MoHuTopuHT Radio VAP

Wi-Fi knnerTe

WDS

CrammcTika no Tpadmky
Cranupoeanie acupa
HypHan cobeimai »
CeTesan uHdopMaLmA

WHdbopmauma o
pagnonHTepdeicax

Hepopmauma ob yeTpolicTee
H y

Mpouecc

monitord[706]

monitord[706]

monitord[706]

BHewnue cepencel  Cuctema n -~ (ebixos)

CoobDweHne

event: 'deauthenticated by STA' ip: 10.30.110.195 mac: AE:63:96:BE:26:95 ssid: "WEP-30L_5GHz' interface:
wlan1-val channel: 44 resi-1: -48 rssi-2: -36 location: ‘root’ reason: 3 description: ‘Deauth at STA leave BSS'

event: ‘|P address was updated by DHCP packet ip: 10.30.110.195 mac: AE:63:96:BE:26:95 ssid: "WEP-
30L_5GHz' interface: wlan1-val channel: 44 rssi-1: -45 rssi-2: -39 location: 'root’ reason: 0

event: ‘authenticated’ mac: AE:63:96:BE:26:95 ssid: "WEP-30L_5GHz' interface: wlan1-val channel: 44 rasi-
1: -39 rssi-2: -39 location: ‘root” auth-method: 'Open’ captive-portal: "disabled’

scanwlan[23227] scan on interface ‘wlan1® finished

scanwlan[23227] scan on interface ‘wlan0 finished

WDSs STA CeTeBkle HACTPOWHKN
Fs Qo T N OuncTums
HNatau
EpEMA Tun
Oct 17 daemon.info
13:10:28
Qet 17 daemon info
13:01:25
Oct 17 daemon.info
13:01:24
Oct 17 daemon info
12:58:46
Qct 17 daemon.info
12:58:46

Jama u spemsi — farta 1 Bpewmsi, Koraa cobbiTie GblfIo CreHEPUPOBAHO;
Tun — KaTeropvisi U ypoBeHb BAXXHOCTW COObITUS;
Mpoyecc — nms npoLecca, CreHeprpPoBaBLUEro COO6LLEHWE;

CoobujeHue — onmcaHue coobITus.

Tabnuua 7 — OnucaHve Kateropuii BaXKHOCTU CObbITUIA

YpoBeHb

0

Tun BAXXHOCTN COOGLLEHWNIA

UpesBblyaiiHble (emergency)

CurHans! Tpesoru (alert)

Kputnueckue (critical)

OwwubouHble (error)

MpeaynpexaeHus (warning)

YBepomneHnus (notice)

OnucaHue

B cucteme npoun3soLusia Kputmyeckas owmnoka,
cucTema MOXeT paboTaTb HeNnpaBUIbHO

Heob6xoAnMMo HeMealeHHOe BMeLIaTe/IbCTBO B
cuctemy

B cucteme npomsoLuna Kputnyeckas oimbka
B cucteme npousoLuna owmbka
MpeaynpexaeHue, HeaBapuiiHoe coobLLeHne

YBefoM/IeHME CUCTEMDI, HeaBapVIVIHOG coobLeHue

NHdhopmaLmoHHble (informational) VHgopMaLMOHHbIE COOBLLEHNS CUCTEMDI

OtnagouHble (debug)

OTnago4Hble COOBLLEHMS NPEAOCTaB/IAOT
nosib3oBaTesnto nHopMaL Mo 415l KOPPEKTHOIA
HaCTPOWKN CUCTEMBI

[Nsi NoNTyYeHnst HOBbIX COOBLLEHNIA B XXypHasle COBbITUI HEOBXOANMO HaXaTb HA KHOMKY «O6HOBUTL».

Mpun HeO6XOAMMOCTU BCE CTapble COOBLLEHUS 3 XXypHaIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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5.4.7 TMogmeHto «CeTeBas MHGopMaLns»

B noameHo «CeTeBasA MHhopmaLusi» OCYLLECTB/IAETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

MoHUTOpMHT Radio VAP WDS STA CeTeBtle HaCTpoiku Brelunme cepeuckl Cucrema
Wi-Fi knnenTel Craryc WAN
WDS WHTepdeiic br0

T : Mpotokon  DHCP
CramvcTuka no Tpadmry
IP-agpec
CraHnpoeanue atwpa
MpuHaATO 130.7 Kbasr (133 816 dair)

ypran coBeimii Mepegaro 1.6 MBaiit (1 674 031 Baiir)
Cereean wHopMauma » Ethemnet
Wrdbopmaa o CocTommre nopTa Up

paguonHTepdeiicax
CropocTe 1000

WMudbopmaupa ob yeTpoicTee
PHe s Aynnexc Full

ARP ~

No IP-appec MAC-appec

0

1

MapuipyTsl ~

No Wurepdeiic HaznaueHue Linwoz Macka
0 brQ 0.0.0.0 10.30.110.1 0.0.0.0

1 br0) 10.30.110.0 0000 2552552550

Onaru

uG

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KonnyecTBo NpUHATLIX Ha WAN 6ailT;

*+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — coctosiHme Ethernet-nopra;
+ CKopocmb — CKOPOCTb NoAkntoyeHns no nopty Ethernet;
+ [Jlynnekc — pexvm nepefayun gaHHbIX:

* Full — nonHbIi gynnekxc;

* Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxuTcsa nHopmauns o cootseTcteun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MlHmepdpetic — nms bridge-nHtepgeiica;

* HasHaueHue — IP-agpec xocTa nnmn nogceTn HasHavyeHus, 40 KOTOPbIX YCTaHOB/IEH MapLUpYT,;
* L3 — IP-agpec wnto3a, Yepes KOTopbIii OCYLLEeCTBASIETCA BbIXOA Ha agpecara,;

* Macka — Macka nogceTu;

* ®s1a2u — onpefeneHHble xapakTepUCTUKN aHHOIO MapLupyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTaroLmmM Ha NIOKasTbHOM cucTeme, nocpeacTBOM napameTpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obl/1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHve a8 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSTHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yka3blBaeT Ha 6ydhepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fABnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBSeTcs OAMH U3 apecoB AaHHOIo
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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5.4.8 MoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «<MHpopmauusa o paguonHtepdeiicax» 0TO6paXKeHO Tekyllee COCTosIHMe paanonHTepdelicoB
WEP-30L.

MoHuTOpUHT Radio VAP WDs STA CeTesble HACTPOMKN BHelHMe cepBlcel Cncrema - (ebxon)

Wi-Fi knuexsl Radio 2.4 [Ty
WDS Craryc BriknioueHo
CratncTuka no Tpadmky MAC-anpec
Pexama IEEE 802.11b/gin/ax
Cranuposanue swpa
Radio 51Ty
Mypran cobemai
Craryc BrnioueHo
Ceresan uiopmauya MAC
-agpec

Whchopmauua o P IEEE 802 11alniac/ax
paguonHTepdeiicax >
Kanan 40 (5200 MIu)
Wudpopmauma ob yerpoiicTee
HPOPMELIR 00 yCTPONCTS Wmpura kanana, My 20

PaavonHTepdenchbl TOUKM AOCTYNa MOryT HaXOAUTLCSA B ABYX COCTOAHUAX: «BK/IHOYEHO» N «BbIKHOYEHO.
Craryc Kaxaoro nu3 pagvonHTepgencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «CTaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /I Ha AaHHOM paguovHTepdelice BKIHOYEHHbIE BUPTYa/IbHbIE TOUKM
poctyna (VAP). B cnyyae ecnu Ha paguouHTepdelice nmeetcs xoTs 6bl ogHa akTueHasi VAP, Radio 6yaet
Haxo4uTbCA B cTaTyce «BkNtoyeHo», MHavye — «BbIKNHoYeHO».

B 3aBucmMmMocTu oT cTatyca Radio ans MOHUTOpPUHra A0CTynHa cneayoulan nHhopmaums:
«BbIKNHOYEHOY:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;
+ MAC-adpec — MAC-agpec pagnouHTepdeiica;
« Pexum — pexum paboTbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;

+ MAC-adpec — MAC-agpec pagnonHTepdeiica;

+ Pexum — pexum paboTtbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — Homep 6ecnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeic;

* LllupuHa KaHa/sia — WMprHa NosiIoCbl YacTOT KaHas1a, Ha KOTOPOM paboTaeT paavonHTepdeic.
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5.4.9 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «<MIHpopmauusa 06 ycTpoicTBe» 0TOOpaxeHbl OCHOBHbIe xapaktepuctukn WEP-30L.

Wi-Fi knuenTe! Wanenue
WDS AnnapaTHas BepcuA 1v2
3asopcroi MAC-agpec

CratmcTuka no Tpadmky L
CepuiiHeii Homep WP52000401

CraHmpoBanue acmpa Bepeua M0

Hypran cobbimuit Pezepenan sepcua MO
Cetesan nHdopmaupa BepoAT Py
CuctemHoe epema 17.10.2025 12:47:08
Whdhopmauma o
pagmomnHTepdericax Bpewma pabotel 17 an, 00:56:52

Wrdbopmanpa ob yerpoiicTee > Sarpysa Y %

Hcnonbayeman namats 56% } 135 M6aiit / 241 MGaiit

& ObHoEMTE

MoHUTOpHHT Radio VAP WDS STA CeTensle HACTPOKN Brewwtre cepBucs! Cuctema - (Bbixom)

* /I30es1ue — HaMeHOBaHWe Mofenu YCTPONCTBa,

*+ AnnapammHasi sepcusi — Bepcus annaparHoro obecneyeHus yCTponcTea;

+ 3asodckol MAC-adpec — MAC-agpec WAN-uHTepdelica yCTpPOCTBa, yCTaHOB/IEHHbIM 3aBOA0M-
N3roToBUTENEM;

+ CepuliHbili HOMEP — CepuiiHbIA HOMep YCTPOICTBA, YCTaHOB/EHHbI 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi O — Bepcus nporpammMHOro obecrnevyeHns yCTponcTea;

* Pe3epsHas sepcus 1O — npegblgylias yctaHoseHHas sepcus N0;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe 8peMsi — TekyLune BpeMs 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpemMs paboTbl C MOMEHTA MOC/Ie4HEro BKIHOYEHNS WX nepes3arpyskn yCTpPonCTBa;

+ 3aepy3ska LMY — cpefHuin NpoLeHT 3arpy3kun npoueccopa 3a nocnegHve 5 cekyHs;

* Vcrnonb3yemasi namMsimb — MPOLEHT UCMOMb30BaHNA OrnepaTuBHON NamMATH YCTPOUCTBA.

35



PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

5.5 MeHw «Radio»

B meHto «Radio» npon3BoaMTCca HacCTpolika paguonHTepdelicoB yCTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'u» ocyLLeCTBAAOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paavonHTepdeiica
yCTpOIiCTBa, paboTatolLero B AnanasoHe 2.4 I,

MoHuTOpUHr ~ Radio VAP WDS ~ STA  CeTeBble HaCTpOiiku BHELLHUE CEpBUCH CucTeMa T~ (BbIXOM)

Radio 2.4 Ty > Obuve
Radio 5Ty Pexum IEEE 802.11b/g/n/ax w
NononkuTensHo ABTOMATHYECKUIA BRIGOP KaHana

OrpaHu41Th CNUCOK KaHanos

11 (2432 — 2472 MIu) X

LLIWp1Ha KaKana, Mry 40 v
OCHOBHOI KaHan Lower v

MOLHOCTE CHrHaNa, ABM 16 v

LNononHUTENBHO v

* Pexxum — pexuM paboTbl MHTepderica cornacHo criefyrowmmM cTaHaapTam:
+ |EEE 802.11ax;

IEEE 802.11n/ax;

IEEE 802.11b/g;

IEEE 802.11b/g/n;

IEEE 802.11b/g/n/ax.

+ Asmomamuyeckuli BbI60p KaHasia — Npu yCTaHOB/IEHHOM doniare Touka 6yaeT aBToMaTtnyecku
BblGMpaTbh HaVMeHee 3arpy>KeHHblii pagunokaHan ans paéotsl Wi-Fi-uHtepdpeiica. MNpu cHaTom donare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana;

* KaHas — BbIOOp KaHana nepefayun gaHHbIX;

+ OepaHuyumsb CrnuUcoK KaHasa08 — Npu yCTaHOB/IEHHOM chnare Toyka focTyna byaeTt ucnosb3oBaTb
OrpaHnYeHHbI Nosib3oBaresieM CNUCoK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bblbopa
kaHana. Ecnu cpnar HanpoTye «OrpaHNynNTb CMUCOK KaHa/10B» HEe YCTAHOB/IEH U/ B CMUCKE OTCYTCTBYHOT
KaHasbl, TO To4ka focTtyna 6yaeTt Bblouparb pabounii KaHasl U3 BCeX AOCTYMHbIX KaHa0B JaHHOro
AnanasoHa 4YacTtoT. KaHanbl gnanaszoHa 2.4 'Tu; 1-13;

+ O2paHuyumsb CrucoK KaHasio8 K/lueHma — faHHbIA donar aHasiornyeH «OrpaHuynTb CMCOK KaHas10By,
0flIHaKo paboTaeT TO/bKO B pexume knveHTa (STA). Mo yMmonyaHuio goniar He YCTaHOB/EH;

* lupuHa kaHasna, MMy — WwnpunHa Nonocbl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHus 20 n 40 My,

* OCHOBHOU KaHa/1 — napaMeTp MOXEeT 6bITb U3MEHEH TO/IbKO NPY NPOMYCKHOM CMNOCOBHOCTM CTaTUYeCKn
3alaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanos no 20
MI L, KOTOpble rpaHnyaT B 4aCTOTHOW 061acTu. 3TN ABa KaHana
20 MI'y Ha3bIBaKOT NEPBUYHBIM U BTOPUYHBLIM KaHanamu. MepBuYHbIA KaHa UCNosb3yeTcs K/IMeHTamu,
KOTOpble NoAAEPXMBAKOT TO/IbKO NOJIOCY NponyckaHus kaHana 20 MIy;

* Upper — nepBuYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;
* Lower — nepBUYHbIM KaHa/10M 6yaeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu.
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* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HadeHue ot 0 go 16 abwm.

© B cnyuae, ecnun B cncke «OrpaHNYMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH OyJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBast KOHMUrypauus 6bisia NpUMeHeHa Ha ToUke
JocTyna, B cnucke «OrpaHnymTb CNMCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKasaHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMOKa «BBefeHHbIe AaHHble cogepxar
OLWNGKN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHauI0B», HE NOAXOAST Nog, onpeaeneHvne «OCHOBHO kaHas» = Lower.

B pasgene «[JoNo/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NO/HUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.
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[ONOMHUTENBHO v
0BSS Coexistence
KaHaneHaA CEopocTh Nepeaaqs Auto w
MNogaepxxa DFS Brnroyeto w
KOopoTEMIA 38LWMTHEIA WHTEpEEN
STBC
Mepuog oTNpasku cnykeGHEX CoODLEHUA, MC 100
Mopor dparMeHTaLMKM 2346
Mopor RTS 2347
Arperaums
Kopotkas npeamSyna

Weinep BroadcasiMulticast, nar/c

Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 6

Supported
Basic
Wi-Fi Multimedia (WMM)

Pennwkauywa ARP

Pestm pabotel DHCP Snooping replace w

Onums 52 dropmar CID APMAC-S5ID w

Onuus 52 dhopmar RID ClientMAC w

Copmat MAC-agpeca AABB:CC:DD:EE:FF v

Exntounts QoS

" [pUMEHHTE ®x OTmeHa

+ OBSS Coexistence — pexunm aBTOMaTn4eCcKoro yMeHbLUIEHUS WNPWHbI KaHana Npu 3arpy>XXeHHOM
paanoadchmpe. MNMpn ycTaHOBEHHOM (lare pexmnm BKITHOYEH;

+ KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHaA CKOPOCTb 6eCnpoBOAHON nepefayn AaHHbIX,
onpegensemas cneyndmkaunamm ctaHgaptos IEEE 802.11;

* Kopomkul 3awjumHbil uHmepsasa — nogaepka yKopoyeHHoro 3almnTHoro nHtepsasia. Touka goctyna
nepenaeT AaHHble, MCNosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTamMu, KOTopble Takke NoaLepX1BatT KOPOTKMIA 3allMTHBIA NHTepBaUT;

+ STBC — meTof NpoCTPaHCTBEHHO-BPEMEHHOIO 6G/1I04YHOr0 KOANPOBAHWS, HAaNPaB/EeHHbI Ha NOBbILLIEHWE
HaAEeXHOCTU nepeayun gaHHbIX. MNpu ycTaHOB/IEHHOM (h/iare yCTPpOMCTBO nepefaeT OAMH NOTOK AaHHbIX
yepes3 HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOB/EH, YCTPOWUCTBO He nepejaeT O4UH U TOT Xe MOTOK
[laHHbIX Yepes3 HECKO/IbKO aHTEHH;

+ [Nepuod omnpasku c/yxebHbix coobweHul — nepnog nocblnikn Beacon-thpelimoBs. ®peiimbl
nepegaroTcs A1 06HapYyXeHNs TOUKM AoCcTyna B achmpe. MNapameTp npuHnmaet 3HadeHnsa 20—2000 mc,
no ymosnyanuto — 100 mc;

+ lNopoe hpacmeHmayuu — nopor dparmeHTaunm gpenma B 6anTax. NMpnHumaeT 3HadeHnsa 256-2346, no
ymMon4aHuo — 2346;

* lMopoe RTS — yKasbIBaeT uMC/I0 BaiiT, Yepes KOTopoe nocbklnaercs 3anpoc Ha nepegady (Request to
Send). YMeHblLEHME AAaHHOTO 3HAUYEeHMS1 MOXET YNyULLNTL PaboTy TOUKM A0CTyna Npu 60/1bLOoM
KO/IMYeCcTBe NOAK/IHOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUaeT 06LLYH0 NPONYCKHYK CNOCOBHOCTb
6ecnpoBogHoin ceTu. NpuHUMaeT 3HavyeHns 0—2347, no ymonyanuno — 2347,

+ Aegpeeayusi — BknroueHne nogaepxkn AMPDU/AMSDU;

+ Kopomkasi npeambysia — NCnosb30BaHMe KOPOTKON Nnpeamby bl NakeTa;
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Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINO/HAETCS OrpaHnyeHne
nepegayv LMpOoKoBELaTe/IbHOro/MynbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHu3m koHBepTupoBaHus ARP-3anpocoBs 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukmu o6pa6otkm DHCP onuun 82. loCTynHbIE 3HAYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuuun 82 oTK/I0YeHa. 3HaYeHWe Mo YMO/TYaHWIO;
* remove — To4YKa A0CTyna yaasiseTt 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUs:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napamerpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATb cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymMmosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyveHnst kKayectTsa
o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeds AIFS cwMin cwMax TXOP Limit

Data 3 (®on) 5 15 . 1003 v 0

Data 2 (Best Effort)

&)
o
-
=2}
@
-
o

Data 1 (Bugeo) 1 - B

Data 0 (fonoc) 1

Station EDCA Parameters
Ouepege AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort)

w
o
“
o
=]
o
“
=]

Data 1 (Buneo) 2 7 v

Data 0 (fonoc) 2

w
-
~
-
IS
a1

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepefaeTcs OT TOUKM
A0CTYyNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 48 pasiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKas NPOMyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHenpropuTeTHas o4epe/b, CPeAHsA NPornyckHas Croco6HOCTb U
3aZepxka. B faHHyt0 ovepepb oTnpaBnsAeTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHMMasbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, UYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (l'osoc) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHblE 3aepPXKN. B faHHO
oyepeam aBTomMaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensier Bpema oxugaHusi Kaapos (dpeliMoB)
OaHHbIX, U3MepAEeTCcs B cnoTax, NpUHUMaEeT 3HavyeHns 1-255;

* cWMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXunaaHus nepes NoBTOPHOW OTNpaBKoW Kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHue BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/mMKHO 6bITb 60/1bLIE 3HaYeHUss cwMin;

* TXOP Limit — napameTp Ucnosb3yeTcsa TONbLKO A1 AaHHbIX, NepefaBaeMblX OT KAMeHTa 40 TOUKU
foctyna. Bo3aMoXHOCTb nepefayv — MHTepBasl BpeMeHU, B MWIJIMCEKYHAAX, KOrAa KMeHTcKas
WME-cTaHuMa nmeeT npasa MHUUMMPOBATL Nepefadvy AaHHbIX N0 6eCnpoBOAHON Cpeje K Touke
[0CTyna, MakCcMmasibHoe 3HadyeHne 65535 MUnMcekyHa,

« Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB knveHTa (Tpaduk nepeaaeTcsi oT KneHTa
[10 TOUKM AocTyna). OnucaHve nosneii TabnunLbl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 MMy» ocyLLecTBASATCA HACTPOMKU OCHOBHbIX NapaMeTpoB pajmouHTepgeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MOHUTOPMHT Radio VAP WDS STA CEeTEBbIE HACTPOMKM BHELUHWE CEPBUCH CucTema n - (BBIXOM1)

Radic 2.4 Ty O6Lme

Radio 5 T » Pesxum IEEE 802 11a/n/ac/ax v
JlononHUTENBLHO ABTOMATHYECKUIA BBIGOP KaHana

OrpaHU4uTL CNUCOK KaHanos

n 36 (5170 — 5210 M) %
44 (5210 — 5250 M) X

Wupura kaxana, My 40 v
OCHOBHOIA KaHan Upper v

MOLHOCTL CUTHANA, ABM 19 v

LoNonHUTENBHO v

* Pexum — pexum paboTbl MHTepdelica cornacHo ctaHgapTam:
+ |EEE 802.11ax;
+ |EEE 802.11a/n/ac;
+ IEEE 802.11a/n/ac/ax.

* ABmomamuyeckul B8bI60p KaHasia — NPy yCTaHOBNIEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTh HaMMeHee 3arpyXeHHblil pagrnokaHan gnsa pabotsl Wi-Fi nHtepdoeiica. Mpu cHaTom cnare
OTKpbIBaAETCA AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* KaHas1 — BbIGOp KaHana nepegayvn faHHbIXx;

+ O2paHuyumse CrucoK KaHasi08 — NpW yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCMosib30BaThb
OrpaHNYeHHbI Nob30BaTeNEM CMNCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYmTb CNUCOK KaHa/10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TO4YKa gocTyna 6yaet BblompaTtb pabounii kKaHan 13 BcexX JOCTYMHbIX KaHa10B faHHOro
AmnanasoHa yacToT. KaHasnbl gnanasoHa 5 N'uy: 36-64, 132-144, 149-165;

+ OgpaHuU4uUmb CrUCOK KaHasl08 K/lueHma — faHHbIA donar aHanormyeH «OrpaHnynTb CIMCOK KaHas10By,
0flHaKo pa6oTaeT To/IbKO B pexume knveHTa (STA). Mo ymonyaHuio cnar He yCTaHOBEH;

* LlupuHa kaHasa, MMy — WwnpunHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuH1UMaeT 3Ha4veHus 20, 40 n 80 My,

* OCHOBHOU KaHa/1 — NapameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYECKN
3a/laHHOro KaHana, pasHoii 40 MI'y. KaHan 40 MI'y, MOXHO cyMTaTb COCTOSILLIMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHal MCNOMb3YeTCs KNIMEHTaMM, KOTOpble MOAAEPXKMBAIOT TO/bKO
nonocy nponyckaHnsa kaHana 20 My,

* Upper — nepBnYHbIM KaHanoM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mlu;
* Lower — nepBUYHbIM KaHaI0M 6yAeT HMWKHUIA kaHan 20 MI'y, B nonoce 40 Mru,

* MowHocmb cu2Hana, 0bm — perynvposka MowHoCcTu curHana nepegaryunka Wi-Fi 8 gbm. NpuHnmaet

3HadeHne ot 0 go 19 abwm.
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© B cnyuae, ecn B ciivicke «OrpaHUUNTb CIMCOK KAHAIOB» YKa3aH HejoCTYMHbIN AN BbI6opa kaHas, To

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4ToObl HOBasi KOHMUrypauus obls1a NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOoM3BOANIOCh HUKAKMX HACTpoek, No yMmonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnMYnTb CNMCOK KaHaI0B», He NOAXOAAT nofg onpegenexHme «OCHOBHOM kaHas» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

OONONHUTENBHO
0BSS Coexistence
KaHaneHaA cEopocTe Nepegaqy Auto w
Meogaepsra DFS BxnroueHo w
KopoTEWi 331MTHEIA WHTEPEAN
STBC
Mepwon oTNpaBKM cRyRelHb cooBLWeHwi, Mo 100
Mopor fparmeHTayry 2346
Mopor RTS 2347
Arperauma
KopoTkas npeamByna
Weinep BroadcastMulticast, nar/c
0
Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 6
Supported
EBasic
Wi-Fi Multimedia (WMM})
Pennwkaywa ARP
Pesum pabotel DHCP Snooping replace v
Onuus 82 hopmar CID APMAC-35ID w
Onums 82 hopmar RID ClientMAC w
Copmar MAC-aapeca AABB:CC:DDEEFF v
Bxnrounts QoS
" MpuMeHHTL ®x OTmeHa
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OBSS Coexistence — pexvuM aBTOMAaTMYEeCKOro yMeHbLUEHNS LWMPUHBI KaHauta Npu 3arpyXeHHoMm
pagnoadmpe. MNMpu ycTaHOB/IEHHOM (hf1are pexxMm BK/THOYEH;
KaHasibHasi ckopocms nepedayu — hUKCMpoBaHHasA CKOPOCTb 6ecnpoBOAHON Nepesayn AaHHbIX,
onpegensemas cneyndgpukaumamu ctaHgaptos IEEE 802.11;
lModdepxxka DFS — mexaHn3M AMHaMMYecKoro Bbibopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNA KaHa10B, COBMaatoLmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:
* BbIK/Il04EHO — MexaHn3M Bblk/TtodueH. DFS-kaHasibl He JoCTynHbI 415 BbI60pa;
* BK/1l04EHO — MexaHn3M BK/IHOYEH;
* [MpuHyoumesibHO — MexaHn3M BbiktoveH. DFS-kaHanbl 4oCTynHbI 4719 BbiGopa.
Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeAaeT AaHHble, UCNOosb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaZeXHOCTM nepegayn AaHHbiX. MNpu ycTaHOBNEHHOM dhniare yCTPOMNCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPOMCTBO He NepefaeT OAVH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiXx coobweHUl — Nnepuog Nnocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs 18 o6HapyXeHnsa ToUKM AocTyna B achupe, npuHumaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepefayv LWMpPOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMUT
AN LUMPOKOBELLATENBHOTO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TpaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3m koHBepTupoBaHus ARP-3anpocoB 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukm o6pa6otkm DHCP onuun 82. loCcTynHbIE 3HAYeHNsS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu Bbibope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUs:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HayeHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHue no ymonyaxuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:
+ ClientMAC — nameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiyaHuio;
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* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
AocCTyna,

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHsTb RID Ha 3HayeHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymMmosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa
o6cnyxusanua (Quality of Service).

[N HaCTPOIkM o6ecneyeHnst KayecTsa 06CNYXMBaHUS AOCTYMNHbI Cneayrowme yHKUNK:

AP EDCA Parameters
qupe,qh AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 1 - .

Data 0 (Tonoc) 1

Station EDCA Parameters

Ouepeas AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) - 15 . 1023 v 0
Data 2 (Best Effort) 3 15 v 1023 v o

Data 1 (Buaeo) 2 7 .

Data 0 (Tonoc) 2

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepeaaeTcs oT TOUKM
A0CTYyNa K KNMeHTy):
+ Ouepedb — nNpeponpeseneHHble ovepean 418 pasiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/ib, BbicOKasi NPOMyCckHasi CNOCO6HOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeHenpropuTeTHas o4epe/lb, CPeaHss NPornyckHas Croco6HOCTb U
3agepxka. B gaHHyto ovepeb oTrnpasniseTcs 60/bWMHCTBO TPaAMLMOHHbIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS oYepefb, MUHMMasIbHbIE 3a4epXKn. B AaHHO
ouepean aBTomaTMyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

+ Data 0 (lF'os0c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouepean aBTomMmaTMyecky obpabartbiBalOTCA faHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (npuoputetsbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dppeliMoB)
OaHHbIX, U3MepsieTcs B cnoTax, NpUHUMaeT 3HavyeHns 1-255.

* cwMin — Hayas/IbHOE 3HaYeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaercsa B MAIINCEKYHAAX, NpuHUMaeT 3Havernna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;
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* cwMax — MakCcMMasibHO€E 3Ha4YeHne BpeMEHN OXnaaHus nepes noBTOPHOWM OTNPaBKoOW Kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

+ TXOP Limit — napaMeTp 1CNOAb3yeTCs TOMbKO AN AaHHbIX, NepefaBaeMbiX OT KNMEHTA A0 TOUKM
Aoctyna. BoaMOXHOCTb nepefayn — MHTepBas BpEMEHU, B MU/I/INCEKYHAAX, KOraa K/iMeHTcKas
WME-cTaHuma umeeT npaBa MHULMMPOBATL Nepegadvy AaHHbIX N0 6eCNpPOBOAHON cpeae K Touke
[0CTyna, MakcMMasibHoe 3HavyeHne 65535 MunmcekyHa.

« Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB KnveHTa (Tpaduk nepeaaeTcst oT KMeHTa
[10 TOUKM gocTyna). OnucaHue nonei TabnuLbl NPUBEAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.3 TMoameHo «onoNMHUTENBHO»

B nogmeH0 «[LonoMHUTENbHO» OCYLLECTBSETCA HACTPOKa AONOMHATE/bHbIX NapamMeTpoB
pagnovHTepelicoB ycTpoincTBea.

MoHUTOpUHT Radio VAP WDS STA CeTeBkle HacTpolikm BHellHmMe cepBucel Cuctema r - (ebxon)

Radio 2.4 Ty [LOMONHUTENEHO
Radio 5 [Ty Crpana Poccun v [ Pasbnokupoeats

[lONONHUTENHO > [MoBansHasA nzonALMA O

+ [IpUMEHHTE ® OtmeHa

+ CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOii paboTaeT Touka JocTyna. [Ans Bbibopa CTpaHbl HY)XHO
BbICTaBUTL chnar «Pa36okMpoBaTb». B 3aBUCUMMOCTM OT yKa3aHHOTO 3HaYeHWs1 GyayT NPYMEHEHbI
OrpaHNuYeHNs K NOM0Ce YacToT M MOLLHOCTM NepeaaTyka, KoTopble AeiCTBYIOT B AaHHOl cTpaHe. OT
YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CMUCOK JOCTYMHbIX YACTOTHbIX KAHA/I0B, YTO B/IMSIET HA
aBTOMaTUYecKuii BbIGOP kaHana B pexume Channel = Auto. Ecnin knmeHTckoe o60pyaoBaHme
JMLIEH3MPOBAHO A/151 CMO/b30BaHUs B PYrOM PervoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKOI AoCTyna
B TAKOM C/ly4yae He yjgacTcs.

€@ Hactpoiika nokanbHbIX (PErMOHaNbHBIX) OrpaHNyYeHNii, BKlouas paboTy Ha paspeLleHHbIX
YACTOTHbIX KaHa/Iax 1 BbIXOAHO MOLLHOCTU, AB/IIETCS OTBETCTBEHHOCTHI0 MHCTAN/IATOPOB.

© BuLIGop HeNpaBUILHOMO PETMOHA MOXET NPUBECTU K MPO6G1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMU YCTPOICTBaMM.

« [7106anbHasi u3o/1syusi — NPV YCTAHOB/IEHHOM dolare BK/TUAETCA M30MALMS TpadmKa Mexay
KnneHTamu pasHbix VAP 1 pasHbix paanovHTepdeiicos.

[Nsi BCTYN/IEHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». [N151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

@ nocne sknouenns pexuma knnenTa (STA) 6yaeT HeaocTynHa HacTpoiika VAP B Tom radio, B KOTOPOM
6bl/1 HACTPOEH peXuM kneHTa (STA).

5.6.1 TMoameHo «CymmapHOo»

B nogmeHto «CymmapHO» oTobpaxatoTca HacTpoliku Bcex VAP Ha pagnonHTepdpeiicax Radio 2.4 'y, 1 Radio
5 I'Tu. MOXHO NOCMOTPETb HACTPOMKIN KaokA0W BUPTYyaibHOM Touky B pasgenax VAPO-VAPG6.

MoxuTopUHT Radio VAP WDS STA CeTeBkle HACTPOIKM BHeluHue cepeucEl Cuctema - (Bbixom)

CymmapHo » 24T1Ty 5y
241y VAP Bknioveno  Pemxum DezonacHocTH VLAN ID SsiD TpaHcnupoeatk SSID Pexum Band Steer Wzonaumna aboventoe

5My VAPO O BelknioueHo
VAPT (O Belkniouero
VAPZ O BelknioueHo
VAP (O BlknioueHo

lMNokazaTe Boe

+ VAPO-VAP6 — NopsiiKOBbIn HOMEP BUPTYasIbHON TOUKN AOCTYN3;

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/iare BUpPTyaUibHasi Touka JOCTyna BK/IOYEHA, MHayYe — BbIK/THYEHS;

* Pexxum 6e3ornacHocmu — TUN LWNPPOBaHUSA faHHbIX, UCMO/b3YeMblii Ha BUPTYaslbHOM TOUYKEe A0CTYNa;

* VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTbca MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAK/THOYEHHbIM K AaHHoi VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BUPTYasibHON 6eCNPOBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKKYEHO BellaHne B adnp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npn ycTaHOBNEHHOM ¢hlare akTUBHO MPUOPUTETHOE NOAK/HOYEHME KNneHTa Kk 5 Ty,
ceTun. nsa paboTbl PyHKUMN HYyXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom pagmonHTepdeince n
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

* M3on154yuss abOHEHMOB — NP YCTaHOB/IEHHOM (priare BK/IO4YeHa M30M15UuMa Tpadmka Mexany KnmeHTamu
B npeaenax ogHon VAP.

€ MMocne BKOUEHUS peXUMA KIMEHTA (STA) HacTpolika VLAN ID 6yaeT HefoCTynHa.

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHUTb». [INs OTMEHbI U3MEHEHUI HAXKMUTE KHOMKY «OTMeHay.
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5.6.2 lMoameHto «VAP»

Mowwtoputr  Radio VAP WDS  STA  CeTobwie HacTpoikn  BHewmue copemctl  GucTema -

CyumapHo VAPD VAP1 VAP2 VAP3 VAP4 VAPS VAPG
24TTy> OBLYHe HACTPOMHKH
30y BrnioueHo
WLAN ID
S50
Tpaxcnwpoeats SSID
Pexum Band Steer
Wzonauur aboHeHTOB (]
Mopaepxxa 802. 11k
Pennukauus Multicast
MpxopuTeT DSCP ~
Pexum Minimal Signal
MUHHMANEHEIR YDOESHE CHIHANE, J5M -100
Mopor YpoBHA CHIHANA NPH POYMKHHTE, AEM -100
WnTepean Minimal Signal, ¢ 10
MakcimaneHoe KeNV4ecTED KHEHTOR 0
Pesum BesonacHocTH Briknueto v
Moagepxka 802.11r

Peskmm OWE Transition none v

O6uine HaCTPONKK:

* Bk/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTYyaUibHas ToYKa AOCTYNa BK/IHOYEHA, MHAYEe — BbIK/THOUEHA;

* VLAN ID — Homep VLAN, c koToporo 6yaeTt cHumatbcs MeTka npu nepegade tpaduka Wi-Fi knmeHtam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — umsA BUpPTYasibHON 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHune B adoup SSID, nHave —
BbIK/IHOYEHO;

* Pexum Band Steer — npv ycTaHOBNIEHHOM ¢oniare akTMBHO NPUOPUTETHOE NOAK/IOUEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeince un
aKkTMBMpoBaTb Ha HUX napametp «Pexum Band Steer»;

* M3onsiyus aboHeHMOoB — NpK yCTaHOBNEHHOM chiiare BK/IOYEHA U3018uuMsA Tpadouka Mexay KnneHtamu
B npegenax ogHoi VAP;

* Moodeprka 802.11k/v — BkNoUNTb Nogaepxky ctaHaaptos 802.11k/v Ha BUpTyasibHON TOUKe JOCTYyNa;

*+ Pennukayusi Multicast — npu yctaHoBneHHom chnare Multicast-Tpacuk B CTOPOHY K/IMeHTOB ByaeT
npeobpaszoBbiBaTbCA B Unicast 40 KaXX40ro KNneHTa, Npy OTK/IIOYEHHOM — NpoxoanTs 6e3
MoaudrKaLmii;

* [Mpuopumem — BbIGOP cnocoba npuopuTrlauun. Onpeaensiet nosne, Ha OCHOBaHMM KOTOPOTo Tpaduik,
nepegawLuiica B paguovHTepderic, byaeT pacnpenensatbca no oyepeasim WMM:

+ DSCP — 6ypeT aHanusnposatbcsa npuoputeT u3 nons DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yneT aHanmanpoBaTtbcsi NnpuoputeT 13 nona CoS (Class of Service) TermpoBaHHbIX
MakeTos.

* Pexum Minimal Signal — npy yctaHOBNeHHOM hriare doyHKUUSA OTK/Io4eHns knneHnTckoro Wi-Fi
060pyaoBaHnsa Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. nsi pa6oTbl oyHKLMOHANA
Heob6Xx04MMO HACTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHumasibHbIU YpOBEHb CU2Ha/1a — YPOBEHb CUTHaNa B ABM, H/Ke KOTOPOro NponcxoamT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHUSA OT BUPTYa/IbHOMN CeTu;

* [lopoe yposHs cueHasia rnpu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUxe
KOTOPOro NPOVCXOAUT NepeksitoveHre KNMEHTCKOro 060pyAoBaHns Ha APYryt0 TOUKY AOCTyna.
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MapameTp J0/MKeH ObITb Bbile, YeM «MUHUMa/IbHbIU ypoBeHb cu2Hasia». ecnu «MuHUMasibHbIl
ypoBeHb cu2Hasia» paBeH -75 AbM, To «[Topoe yposHs cu2Hasa rpu poyMuH2e» [OKEH ObITb
paBeH, Hanpumep, -70 gbwm;

* WiHmepsas1 Minimal Signal — nepunog BpeMeHn, No NCTeYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOYEHUM KNIMEHTCKOro 060pyA0BaHns OT BUPTYasIbHON CeTu.

* Makcuma/ibHOe KO/Iu4ecmso K/IUEHMOB — MakCMMaslbHO A0MYyCTMMOE YMCO0 NOAKIHYAEMbIX K
BUPTYaU1bHOWM CETU K/INEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna Kk 6ecnpoBogHOl ceTu:

* BbIK/1104EHO — He UCNO/b30BaTh LWMpOoBaHMe 415 nepegayn AaHHbIX. Todka AOCTynHa ANs
NoAKN0YEHMA NOOro KNneHTa. 1A ceTell OTKPbITOro TMMNa MOXHO AOMOMHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM nosie He06X0AMMO yKa3aTb MHTepdelic ¢ TUMOM WNMpPOoBaHUS
OWE, c KoTOpbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LuMpoBaHus, 06ecneyrBaroLL il 6e30nacHOCTb
[AaHHbIX, NepegaBaeMbiX N0 He3alNLLEHHOW CeTU.

Mpwn 3TOM OT NoMb30BaTENEN HE TPEOYETCA KaKNX-TO AONONHUTENbHbIX AEACTBUIA 1 BBOAA Napons
ANs nogkntoyeHns K cetu. Mpu Bbibope faHHOro pexnma oTobpaxaeTcs HepegakTupyemoe

none «Pexum OWE Transition'», yka3blBatoLLiee MHTEPEIC C OTKPbITLIM TUMOM LIMGIPOBAHNS, C
KOTOPbIM HaCcTpOEeHa CBA3HOCTb B TEKYLLWIA MOMEHT;

© «Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamp,
HenoaaepXxueawLnmMm ayteHTudmkaumo OWE. Mpu nonbITKE NOAKAOHYEHUS K OTKPLITOM CETH, rae
HacTpoeH «Pexxnm OWE transition», knneHT, nogaepxusatowimii OWE, nogkniounTcs K uindpoBaHHOM
CETU, HACTPOEHHOI Ha YKazaHHOM MHTepdieiice, a KNUeHT, Henogaepxmsatowmnin OWE, nogknoumnTcs K
TekyLlel OTKPbITOM CeTh 6e3 WnpoBaHus.

+ WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LuindpposaHus, npyn Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naporsib, HE06X0A4MMbIA 418 NOAK/IHYEHUSA K BUPTYaslbHOWN TOUKe
Joctyna. [ivHa kioda coctaBnseT ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUsA kaHana 6ecnpoBOAHON CBA3N, NPU KOTOPOM K/MEHT
aBTOPU3YyeTCA Ha LeHTpannsoBaHHoOM RADIUS-cepBepe. [1/19 HACTPOVKN fAaHHOIo pexnma
6e3onacHocTn TpebyeTtcsa ykasatb napameTpbl RADIUS-cepBepa. Takxe TpebyeTca ykasarb K/ou
ona RADIUS-cepiepa. MNpu BeiGope onpeaeneHHoro pexuma 6esonacHoctTv 6yayT AOCTYMHbI
cnegywouime HacTPOMKK:

Pesxam GezonackocTu WPA2MWPA3-Enterprise v
MFP OnuuoHaneHo v
PMKSA kswuposanve
Mopnepska 802.11r
Bpyunyio
FT-over-DS O
Kniou moBunsHoro goctyna RO root
Kniou moBunsHoro goctyna R1

WnentudpuraTtop mobuneHoro 0
AomeHa

Berpeunsin MAC-agpec

MAC- YoaneHHbIA KNy YoaneuwHbIA knwoy RRB RRB
Ne appec mobuneHoro noctyna RO mobuneHoro aoctyna R1 knod RO knw4 R1
+ [loBagnTe CeepHyTs
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* MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoct WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrimos
6e3onacHocTn MFP nepesoautca B coctosiHue OmkJ/1io4eHo, Npuy BbiIbope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/iro4eHo — 3aWwmTa management-kagpoB OTK/IHOYEH3;

+ OnyuoHa/ibHO — 3almTa paboTaeT, ecnun KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/1r04eHO — 3almTa BK/IOYEHa, KNTMEHTbI, He nogaepxusatowe MFP, nogkounTbLCS He MOryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BKIIYEHNEM KILLVMPOBaHUA NHPOPMALMKN O MOAK/THYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOUKA AOCTYNa 3anoMUHaeT K/IMEHTCKOe
YCTPOICTBO NOC/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHOI ayTeHTudunkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKEe 3TOro BpemMeHu. BkoueHre gaHHoN yHKLUMM coKpallaeT Bpems
POYMUHIra npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3zonacHocTtu Enterprise;

+ 802.17r — chyHKUMOHAN BbICTPOro POyMUHra, paboTaeT TObKO C KIIMEeHTaMK, KOTOpbIe NoAAePKUBAOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumamu 6e3onacHocTu
WPA2, WPA3, WPA2/WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise.

*+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUKe AOCTYNa;

* Bpy4yHyro — npu ycTaHOBIEHHOM (piare nosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKM
napameTpoB POYMUHIa;

* FT-over-DS — BktoueHue pexnma «Over the DS»;

*+ Koy MobusibHo20 docmyna RO — yHUKabHbI KoY Ana gaHHon VAP, Hanpyvep, cepuiiHbIi
HoMep;

* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);

* MldeHmucghukamop MobusiIbHO20 OOMeHa — HOMEp PyMbl, B paMkax KOTOPOI MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;

* BcmpeuHbiti MAC-adpec:

+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkK gocTyna. MakcMmasibHoe
KonnyectBo — 256;

* YOasieHHbIU K104 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN K104, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeuHol Touke [oCTyna;

* YOasieHHbIU K14 MobusibHo20 docmyrna R1T — MAC-agpec VAP Ha BCTPEUHOI Touke
[oCTyna;

* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aTe/1bHO
AomxkeH conagatb ¢ «RRB kntou R1» BCTpeyHon Toukn gocTtyna. AnunHa kaoda — 16
CMMBO/I0B;

* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagathb ¢ «RRB kitod RO», HO 06513aTe/1bHO
AomxkeH conagatb ¢ «RRB kntou RO» BCTpeyuHon Toukn gocTtyna. AnunHa kaoda — 16
CVIMBOJ10B.

@ nocne BrOYEHMS pexnma knveHTa (STA) HacTpoiika VLAN ID 6yaeT HefocTynHa.
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RADIUS:

RADIUS

Homen root
|P-apgpec RADIUS cepeepa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTUHr yepes RADIUS

Mcnons308ate gpyrie HacTpoikK 4nA
AKKAYHTUHE

IP-agpec RADIUS cepeepa gna 192.168.0.1
aKKayHTUHa

Mopt RADIUS cepeepa anA akkayHTWHME 1813

®

Mapons RADIUS cepeepa onA akkayHTUHra
MNepuogmyeckan oTNpaeka akkayHTUHE

WMHTepean oTnpaeky akkayHTUHMa 600

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
« MNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCS ANA ayTeEHTU(UKaLNN 1
asTopusauuu;
* Maposib RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmkaumm u
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe 4yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;
* Vlcnonb3o8ams opyaue HacmpoUlku 0711 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0s151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncnosib3yemoro ans
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naponb ana RADIUS-cepsepa, ncnosnb3yemoro asisi
aKKayHTUHra;
« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT NCMoMb30BaH A1 coopa akKayHTUHra
Ha RADIUS-cepsepe;
* [Nepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEePUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «/HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

MoHuTopuHr  Radic VAP WDS  STA  CeTeBhle HACTPOMKM  BHELHME CEpBHCHl  CUCTEMA

=
1

(Bbixon)

MopTankHaA asTopu3aLna > BrNtounTh

Agapec cepeuca APB ws:/192.168.1.1:8090/apb/broadcast

Airtune

* Bk/to4umb — Npv YCTAHOB/IEHHOM poniare aBTopu3auys nosb3oBartesieli B CeTh 6yaeT Npou3BOANTLCS
nocpeacTBOM BUPTYaslbHOMo NopTana;

* Ha3sgaHue BUpmMya/ibHO20 ropmasa — UMs BUPTyaslbHOro NopTasia, Ha KoTopblii ByeT nepeHanpasnieH
no/sib30BaTes b NPU NOAKMOUEHUN K CETY;

+ Adpec 0719 nepeHanpas/ieHuss — afpec BHELLHEro BUPTyasibHOTo NopTasna, Ha KoTopblii 6yaeTt
nepeHanpaeneH Nosb30BaTe b NPY NOAK/IHOUYEHUN K CETK.

OrpaHnyeHne CKOpPOCTU;

CrpaHWHEHHA CROPOCTH

BrmownTe

VAP Limit Down 0 KBWTIC
WAP Limit Up 0 KoWTIC
STA Limit Down 0 KBWTIC
STA Limit Up 0 KoWTIC

* Bk/iroyums — akTMBUPOBATH MoJ1e HACTPOEK;

* VAP Limit Down — orpaHu4eHvne nponyckHon cnocobHOCTN B HaNpaBfeHnn OT TOYKM JOCTyna 0
K/IMEHTOB (B CyMME), NOAK/THUEHHbIX K faHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNOCOBGHOCTM B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),
MOAK/THYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHuyeHune nponyckHoW CNoCO6HOCTM B Hanpas/eHn OT TOUKM JocTyna Ao
K/TMEHTOB (KaXXA0ro B OTAE/IbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6GHOCTM B HanpaB/ieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOYEHHBIX K AaHHOI VAP, 1o Toukn goctyna, K6ut/c.
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KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTponk goctyna no MAC

BHINHYEHD

MonuTika 3anpeTuTb b

Cnucok MAC-agpecoe

1 AABB.CC.DDEEFF - x

2 AABB.CC.DD:EEEE - x

* Bk/1t04eHO — Npun yCTaHOBNEHHOM (hriare 6yaeT pabotarb BblopaHHasA NoNnTKa A0CTyna,;
* lMosnumuka — nonuTuka Joctyna. Bo3moxHble 3HaYeHns:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLieHo nogkntovarbes knveHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTasibHbIM [OCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarbes TobKo TeM kimeHTam, MAC-
ajipeca KOTOpbIX CoAepXarcs B Cnucke. BceM octasibHbIM AOCTYN GyAeT 3anpeLleH.
+ Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH A4oCcTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+
[na Toro 4To6bl 106aBUTL aAPEC B CMINCOK, HAXKMUTE KHOMKY . 1 B nosiBMBLUEMCS Nnone Beeaute MAC-

afpec. Utobbl yaanuTb afipec n3 Cmncka, HAXMUTE KHOMKY E] B COOTBETCTBYIOLLIEV CTPOKE.

Ecnun Bo3HUKNA HEOBXOAMMOCTb 106aBUTb B cNcok MAC-aapec KNneHTa, KOTOpbI B AaHHbI MOMEHT

MOAK/HOUEH K TOUKE [I0CTYNa, HAXXMUTE B KOHLIE CTPOKMN KHOMKY [:] 1 BbIGEPUTE HYXHbIi aApec U3 Cn1cka, OH
aBTOMAaTMYeCcKn 106aBUTCA B MOSe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [/19 TOro 4tobbl yBUAETb NOJHbIV CIMCOK B Cy4vae,
ecnu oH cogepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 AABB.CC:DD:EE:AA - x

MoxkasaTb BCE

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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5.7 MeHw «<WDS»

B meHto «WDS» BbINOMHAETCA HacTpolika 6ecnpoBogHbix MocToB Mexay WEP-30L.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

€ Mocne BKOUEHUS peXUMA KIMEHTA (STA) 6ynet HepgocTynHa HacTpoiika WDS B ToM radio, B kKOTOpoMm

6bl1 HACTPOEH pexuM kneHTa (STA).

5.7.1

MogmeHo «WDS»

MoHHTOpUHT Radio VAP WDS STA CeTeskle HAaCTPOIKM BHeLUHWE cepBMCEl Cuctema - (BBixon)

WDS > 240y 5y
Brniouero
Pexwm GezonackocT WPA2 A

Knrou WPA

®

MAC-anpec paguounTepdeiica
WHrepdecel WDS

Wutepdpeic BetpeyHeiii MAC-appec KaHankHan ckopocTe nepenadqn

wlan0-wds0 [ Auto ~

wlan0-wds1 [ Auto b

wlan0-wds2 [ Auto ~

wlan0-wds3 [ Auto hd

Bo Bknagkax «2.4 I'Tu» 1 «5 I'u» BbIbUpaeTca pagnonHtTepdeiic ycTpocTea, Ha KOTOPOM HEOBXOAUMO
NocTpOUTbL 6GeCNPOBOAHON MOCT.

BksiroueHo — npu yCcTaHOBIEHHOM chiare pexxumM 6ecnpoBOAHOI0 MOCTa BK/IIOUYEH, MHAaYe — BbIK/TIOYEH,;
Pexxum 6e3onacHocmu — pexum 6e3onacHoOCTM focTyna K 6ecnpoBOfHON CeTU:

* BbIK/Il04UMb — HE NCMNO/b30BaTh WWU(POBaHUE 1A nepesayn faHHbIX;

+ WPA2 — cnocob wndpoBaHus, Npy BbI6ope KOTOPOoro 6yaeT AOCTyMNHa cneaytollasi HacTpolka:

* Koy WPA — knio4/naposnb, He06X0AMMbIA A/15 NOAKIYEHUA K BCTPEYHOW ToYke AocTyna.
[nvHa knoya coctasnseT ot 8 o 63 cMMBOSIOB.

MAC-adpec paduouHmeppelica — MAC-agpec pagnonHTepdieiica JaHHOro YyCTPOICTBa;
Hmepagbelic — Bbi6op 1 BKtoYeHne WDS-nHTepdheiica, Ha KOTOPOM 6yaeT NOCTPOEH 6GECNPOBOAHON
MOCT;
Bcmpeunsbili MAC-adpec — MAC-agpec pagunonHTepdeiica BCTPEYHOro YCTPOMCTBA, 10 KOTOPOro
HacTpavsaeTca 6ecnpoBoAHOM MOCT;
KaHasibHasi ckopocmb nepedadu — (PUKCUPOBaHHasi CKOPOCTb 6eCrnpoBOAHON Nepefayn faHHbIX,
onpegensiemas crneundukaumsammn ctaHgaptos IEEE 802.11. s Kaxaoro nHtepgeica Bbibupaercs
NHANBUAYa/IbHO.

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.8 MeH «STA»

B meHi0 «STA» BbINOMHAETCS HAcTpolika pexumMa knneHta (STA).

5.8.1 TMoameHto «KKnmueHTt»

MOHUTOPHHT Radio VAP WwDS STA CeTeBble HacTponk1 BHelLH1E CEPBHCDI Cucrema - (BbIx0A)

KnuenT » BrntoyeHo
PagvouHTepeiic 24T1Ty v
SSID
Pexum Ge30nacHocTH WPA2 v

Mapons cimiEe @

[NoaknioyeHue:

* Bk/1104eHO — Npwv yCTaHOBNEHHOM hniare pexxum knneHTta (STA) BK/IHOYEH, MHaYe — BbIK/THOYEH;
*+ PaduouHmepgpelic — BbIGOp pagnonHTepdelica Ha KOTOPOM ByAeT HACTPoeH pexnma knveHTa (STA).
JOCTynHbI:
« 24T1Ty;
« 51Ty.
+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
* Pexum 6e3onacHocmu — pexumMm 6e30nacHOCTM JoCcTyna K 6ecnpoBOAHON CeTU:
* BbIK/IlO4EHO — HEe UCNO/b30BaTh LWNhpoBaHme 4718 nepefayv AaHHbIX.
+ WPA2, WPA3 — cnocobbl LungpoBaHus, Npu BblI6ope 04HOro U3 cnocoboB 6yaeT fOCTynHa
cnepytoLlan HacTpoika:
* [aposib — KA4/naposib, He0BXoANMbIN 418 NOAKIYEHUS K BUPTYaslbHOM TOUke AocTyna.
[nunHa knoya coctasnset oT 8 fo 63 cMMBO/IOB.
« OWE (Opportunistic Wireless Encryption) — meTop, WwndpoBaHus, obecnedvBatoLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMbIX N0 He3aLUMLLEHHOW CEeTH.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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5.9 MeHio «Z-Wave»

5.9.1 MNoameHto «Z-Wave»

© Tonbko ans yerpoiictea WEP-30L-Z.

MOHUTOPUHT Radio VAP WDS STA Z-\Wave CETeBbIE HACTPOIKN BHELUHWE CEPBUCH CHCTEME - (BBIX0A)

Z-Wave > BrniounTe

Anpec nnargopmel smart.eltex-co.ru
ynpaBneHua

Mopt nnatgopmel 8072
ynpaBneHua

BesonacHoe coeguHeHue

CGpOC KOHUTYpaLk MOAYNs

Z-Wave

* Bk/1ro4ums — npu BbiCTaBNEHHOM hriare yHKUMS BkIodeHa. Mo yMonyaHuio oyHKUNS BbIK/TIOYEHa;

+ Adpec nnamghopMbl yrpassieHusi — none Beoaa agpeca cepsepa «Eltex Smart Control (Eltex SC)».
3HaueHve nNo ymonyaHuio: smart.eltex-co.ru;

* [Mopm nnamgopmbl yripassieHusi — rnone Beoga nopra Ans cBAsn ¢ naargopmoin YMHoro goma «Eltex
Smart Control». Mpw BbiKtOYEeHHOM hnare «besonacHoe coeanHeHne» fo/mkeH 6bITb ykaszaH nopt 8070.
3HauyeHue no ymonyaHuto: nopt 8072,

+ be3onacHoe coeduHeHuUe — Npu BbICTaBIeHHOM doniare NCnosb3yeTcsa NpoTokon wudgposaHusa SSL. Mo
YMOTYaHUIO (DYHKLMA BK/IHOYEHA;

+ Cbpoc KoHghucypayuu modyss Z-Wave — nepesanyck Z-Wave Hub v yganeHune Bcex nogknto4eHHbIX Mo
npoTtokony Z-Wave ycTpoincTs.

[ns BCTynneHuss B C1ly HOBOW KOHMUrypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMsaTb
HaXKMUTE KHOMKY «[MpUMEeHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

MeHto «CeTeBble HAaCTPOMKN»

5.10.1 MoameHo «CnucTemHas KoHurypaumns»

MoHuTOpMHT  Radio VAP WDS  STA  CeTeBble HACTPOIKM  BHeLHUE CepBuChl cuctema I~ (Bbixon)

CMCTEMHAA KOHDUIypaLMa > Hma xocTa
RNoctyn TMeorpadnyeckui JoMeH root
VLAN ynpaernexus Terminating v
VLAN ID
MpoTokon Static ~
CraTnecknii [P
CeTesan macka 255.255.255.0
Lnios
MepBuyHbIil DNS

BTOpWYHbIA DNS

Vimsi xocma — ceTeBoe MMs YCTPOWCTBa, 3afaeTcs cTpoka 1-63 cMMBOIOB: NaTUHCKNE 3arfiaBHble 1
CTPOUHble BYKBbI, LMPpbI, 3HAK AedInC «-» (Aednc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHM);
leoepacpuyeckuli 0OoOMeH — [JOMEH y3/1a fepeBa YCTPOUCTB cucTeMbl ynpassieHns EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

VLAN ynpagneHus.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

+ Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCst Ha Touke aocTyna (B 3Tom
C/lydae y K/IMeHTOB, NMOAK/THYEHHbIX Yepes3 paavonHTepdieinc, HeT goctyna o gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke pgoctyna WDS gaHHbIn pexxum VLAN ynpasneHusa He AoCcTyneH ans
BblGOpa);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npu cooTBeTCTBYtOLLEN HacTpoiike VAP).

VLAN ID — npentndpmnkarop VLAN, ncnonb3syemsiii Ang goctyna K yCTPONCTBY, NPUHUMAET 3HAYEHUS
1-4094,

lpomokon — BbIGOP NPOTOKO/A, MO KOTOPOMY ByAeT OCyLeCcTBNATLCA NoAktveHne no Ethernet-
NHTEepdIecy yCTPONCTBa K CeTV NpefocTaB/IeHns yCyr npoaingepa:

+ DHCP — pexum pa6oTbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIO 1 Apyrve napameTpbl, Heoo6xoanMMble A5 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl HA WAN-
NHTEpdec HazHavarTcA cTatuyecku. MNpu Bolbope Tuna «Static» A4Ns pegakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

« Cmamuuyeckuli IP — IP-agpec WAN-nHTepdelica ycTpoiicTBa B CETU NpoBaiaepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Ll/103 — afpec, Ha KOTopbI OTNpaBseTcsa NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTnsaumm.
MepsuyHbIl DNS, Bmopu4Hsili DNS — IP-agpeca DNS-cepepoB. Ecnu agpeca DNS-cepeepoB He
Ha3Ha4arTCa aBTOMaTMyeckn no npotokony DHCP, 3agaitTe nx Bpy4yHylo.

(%)

Mocne BKIOUYEHN pexuma knmenTa (STA) 6yaeT HefocTynHa HacTpoiika VLAN ynpasneHus B
pexunmax Terminating n Forwarding.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». [INs OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.10.2 TogmeHto «JocTyn»

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

B nogmeHto «LocTyn» NpoM3BOAMTCA HACTPOViKa AOCTyna K yCTPONCTBY NOCPeACcTBOM web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYyCTUMbIX 3HAYEHWIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMo/YaHuio, ¢ 1025 no

65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH JonyCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJ/TYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

MoHHTOpWHE Radio VAP WDS

CucTemMHan koHdurypauua

JDocryn »

STA CeTeBsle HACTPOHKN BHelHWe cepBrcEl

WEB

HTTP-nopt &0

WEB-HTTPS V]

HTTPS-nopt 443

Telnet [m]

SSH

NETCONF

SNMP

Mapons Ha YTeHue public

Mapone Ha aannce private
Anpac anA npuéma Tpanoe v1
Anpec anA npuéma Tpanoe v2
Anpec AnA npuéma coobleHWA
Inform

CucTtemHoe uA ycTpoiicTea

KoHTakTHan uHpopmauma
NpOM3B0AMTENA

Contact
MecTononoxenue ycTpoiicTea Russia

Maponk B Tpanax trap

<o

Cucrema -

(Bbxog)
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

MporpammHoe obecneveHne WEP-30L no3BonSIEeT M3MEHATL KOHGMIypauuio yCTPONCTBa, NPOBOANTb
MOHUTOPUHI COCTOSIHWSI TOYKM AOCTyna 1 eé AaTyMKoB, a Takke ynpas/isaTb YCTPOWCTBOM, UCNO/b3YS MPOTOKON
SNMP.

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT [JOCTYMHbI cnegytowme napametpbl SNMP-areHTa:

+ [Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparios v1 — IP-agpec nnn goMeHHoe nMs NpuemMHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
topmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHdopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLms 0 MeCTOMNOIOXEHNN YCTPOICTBE;

+ lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA Y KOH(PUTYPMPOBaHWA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYyNa MU NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHne TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WEP-30L goctynHo no cneaytouleii ceoinke: Onvcadmne OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.11 MeHio «BHellHne cepBUCHI»

5.11.1 TMoagmeHto «[MopTasibHasd aBTopmusayms»

MoameHto «MopTanbHas aBTopusayus» NpeaHasHaueHo A/1s BKIOUEHUS U HACTPOiiku cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

Cl
H
@

MOHHTOPUHT Radio VA STA CeTeBble HACTPOIKK BHELUHWE CepBUChI Cuctema -~ BbIXO/)

MopTansHas aBTopusaLma > BKMIOUHTS

Alpec cepenca APB ws:/192.168.1.1:8090/apb/broadcast

AirTune

* Bk/iouums — Npy yCTaHOBMEHHOM dhiare Touka 6yaert nogknoyarsca K cepsucy APB, agpec kotoporo
yKasaH B nosie «Agpec cepsuca APB», ona obecneveHnss NOPTasIbHOro POYMUHra K/TIMEHTOB;

+ Adpec cepsuca APB — agpec cepsuca APB a5 nogaepXxkn poymuHra B pexmme noptasibHOM
aBTopu3auuun. 3agaetcsa B oopmare: «ws://<host>:<port>/apb/broadcast».

Ansa BCTYMNJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.11.2 TMoameHio «AirTune»
MogmeHto «AirTune» NnpeaHasHa4YeHo 415 BKIKOYEHUSA U HACTPOkM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yetcs Ans onTuMmsanmm pagvopecypcos (Radio Resource Management) u
aBTOMAaTUYECKOIN HaCTPOIiKN 6ecloBHOro poymuHra 802.11 k/r.

MOHMTOPHHI Radio VAP WDS STA  CeTeBble HACTPOIKK BHeLUHWE CEpBHChI cuctema n - (BBIXOA)

MopTankHas asTopH3IaluA BKNO4YMTh

ALpec Ceperca AirTune ws://192 168.1.1:8099/apb/rrm

AirTune >

* Bks1o4umb — nNpu ycTaHOBNEHHOM (hriare Touka 6yaet nogknoyarbes K cepucy AirTune, agpec
KOTOPOro yka3aH B nosne «Agpec cepsuca AirTune», an1a obecneyeHns yHkumin Radio Resource
Management n/wnun poymuHra 802.11 k/r;

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetca B popmare: «ws://<host>:<port>/apb/
rrmp».

[N BCTYNNeHWs1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHUTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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5.12 MeHto «<Cucrtema»

B MeHi0 «CucTteMa» BbINOHAKTCS HACTPOVKM CUCTEMbI, BPEMEHM, OCTYNA K YCTPOWCTBY NO pas/INYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.12.1 MoameHo «O6HOBNEHNE MO ycTpolicTBar

MoameHo «O6HOBNeHMe MO ycTpoiicTBa» NpefHasHavYeHo 415 06HOBNEHUS NPOrpamMmmMHOro obecneyeHuns
yCTpOWCTBa.

MOHUTOPIHT Radio VAP  WDS STA  CeTeBble HAacTPOWKH BHEILHUE CEPBHCEI CHCTEMA TR (BbIX00)

ObHoenexue MO ycTpoiicTea » AKTUBHaA Bepcua MO

Pesepsxan eepcua MO
KoHpurypayus

AkmyansHas eepcus 10 docmynHa no adpecy: hittp-eltex-co. russupportidownloads/
Mepesarpyska
®aiin obHoBNeHUA MO BriOop dpanna |He BbI0paH HU 0auH ain
Mapons : =
HypHan

[ara u Bpema

OTnafouHan HHPOpMaLMA

« AkmusHasi sepcusi 10 — Bepcusi NporpamMmmMHOro obecrneyveHus], ycTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMmMHOro obecneyeHns, yCTaHOB/IEHHOTO Ha YCTPOWCTBE, Ha
KOTOPYI0 MOXHO Nepekntountbes 6e3 3arpy3ku dainna Mo.
+ Coenamb akmusHoOU — KHOMKA, MO3BONSAOLLIAA cAeNnaTh pe3epBHyH0 Bepcuto NO akTMBHON, ANs
3TOro NOTpebyeTcd nepesarpy3ka ycTponctea. AKTuBHas Bepcua MO B 3TOM c/lyyae CTaHeT
pe3epBHOIA.

O6HOBAEHME NPOrpaMMHOIo o6ecneyeHmns

3arpysuTte chaiin MO c calita http.//eltex-co.ru/support/downloads/, Bbiopas WEP-30L B crniMcke yCTpOMCTB 1
COXpaHuTe ero Ha KoMnbloTepe. [loce 3Toro HaXMUTe KHOMKY «BbibepuTe daitn» B none dads1 06HoB/IEHUS
0O v ykaxunTe nyTb K thariny MO B dpopmare .tar.gz.

[na 3anycka npowuecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 0O6HOBNEHME. Npouecc
06HOB/EHMS 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem ctatyce 6yaeT ykazaHo Ha CTpaHuLe), Nocne Yero
YCTPOWCTBO aBTOMATUYECKN Nepesarpy3nTcs.

€ He oTkntouaiiTe NUTaHMe ycTpoOicTBA U He BbINOMHSTE ero nepesarpysky B NpoLecce 0GHOBIEHNS
no.
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5.12.2 MopgmeHto «KoHpurypaymns»

B noameHo «KoHurypauusa» BbINOMHAETCS COXPAHEHUE U OOHOB/IEHNE TEKYLLEW KOH(UrypaLumm.

MOHHTOPUHT Radio VAP WDS STA CeTeBble HACTPOMKK BHewHwWe cepBuCh Cucrema - (BbIXOO)

OGHoEneHne MO yCTpoicTBa Mony4nTe apxue * Craqare

KOHEPUTYpaLMK ¢ yeTpolicTa

KoHcurypauua >
3arpy3uTh apxus | BriGop dpaiina | He ebiGpan HK oaun aiin

MNepesarpyska KOH(UIyPaLnn Ha ycTpoiicTeo

Maponk
COpOC Ha 32B04CKHE COXpaHHTL NApaMeTpLl AoCTyNa

HypHan

HACTPOIKH

[laTa v Bpema

OTnago4Has uHpopmalua

MNonyyeHmne koHdbUrypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypauuo YCTPOCTBA Ha JIOKasIbHbIA KOMMbIOTEP, HXKMUTE KHOMKY
«CKavyaTb».

O6HoBNEHME KOHUIYpauun

[ns 3arpy3ky COXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaitna KoHUrypauum UCnosb3yeTcsa MyHKT
«3agpy3umsb apxus KoHguaypayuu Ha ycmpolcmso». Jnsi 06HOBIEHUSA KOHUIypaLmm YCTPOCTBa HAXXMUTE
KHOMKY «BbiGepuTe chaiiny, ykakute daiin (B hopmarte .tar.gz) n HaOXmMuUTe KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoHUrypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoicTBa Ha 3aBOACKNE HACTPONKN

UT0o6bI cAenatb cOpOC BCEX HACTPOEK YCTPOINCTBA HA CTaHA4APTHbIE 3aBOACKNE YCTAHOBKM, HOOKMUTE KHOMKY
«Cbpoc». Ecnn aktnBmposaH donar «CoxpaHuTb napamMeTpbl 4OCTynay, To Oy4yT COXpPaHeHb! Te napameTpbl
KOHdhUrypaumm, KoTopble OTBeYatoT 3a A0CTYN K YCTPOICTBY (HacTpolika IP-aapeca, HacTpolikvi gocTyna no
Telnet/SSH/SNMP/NETCONF/Web).

5.12.3 TogmeHto «[epe3arpy3ka»

[nsi nepesarpy3ku yCTpoiicTBa HAXMKUTE Ha KHOMKY «[epesarpy3kar. Mpolecc nepesanycka ycTpoiicTea
3aHMMAaET NPUMEPHO 1 MUHYTY.

IMOHWUTOPHHT Radio VAP WDS STA CETEBblE HACTPOHKK BHELWHHE CEPBHChI Cuctema - (BbIXOA)

ObHoenerue MO ycTpoicTsa Mepesarpyska ycTpoicTea i MNepesarpyaka
KoHcpurypauma
Mepesarpy3ka »
Maponk
Hypran

[ara v epeMa

OTnagoyHan HHQOPpMaUMA
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5.12.4 TlogmeHto «[Maposb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

MoHuTOpMHr  Radio VAP WDS  STA  CeTeBbie HACTPOMKM BHELLHME CEPBHCh cuctema U~  (BbiXom)

QOOHoenetue MO ycTpoiAcTea Maponb @
KoHcpHrypaums MoaTeepKaeHHe Naponsa @
Mepesarpyska

Napork >

ypHan

[ara u spema

OTnago4Han HHOpMaLMA

5.12.5 MoameHo «KypHan»

MoameHto «XKypHan» npefHasHa4YeHo A1 HACTPOIKN BbIBOAA Pa3HOro poaa OTaf0uHbIX COOBLLEHWI
CUCTEMBI B LIE/NSIX 06HAPYXEHNS NpUYMH Npo6iem B paboTe yCTpoiicTBa.

MOHUTOPMHT Radio VAP WDS STA CeTeBbIE HACTPOIKH BHELUHUE CEPBUCH CHUCTEMA n - (BbIX00)

OBHoeneHue MO ycTpoiicTea Peskum Cepeep v tain v
KoHcpurypayma Anpec Syslog-cepsepa syslog.server
Mepesarpyska MopT Syslog-cepeepa 514

Maponb Pasmep paiina, kb 1000
KypHan >

[ara u epema

OTnafo4Has WHpopMaLUua

+ Pexum — pexum paboTsl Syslog-areHTa:
« Jloka/ibHbIl ¢halin — HhopMaUUs XXypHasia COXpaHaeTcsl B IOKa/IbHOM doaiinie n AoCcTynHa B
web-nHTepdelice yctpoiictBa Ha Bknagke «MoHNTOpuHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halizn — nHhopMaLms XypHana oTnpasiseTca Ha yaaneHHblli Syslog-cepsep v
COXpaHsieTcs B JIOKalbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nms Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT Ansi BXogawmx coobuueHunii Syslog-cepeepa (no ymonuyanuto — 514,
AonycTuMble 3HaueHust 1-65535);
* Pasmep ¢palina, kb — MmakcuMasnbHbIi pasmep gpaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNsS1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HAXKMUTE KHOMKY «OTMEHa».
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5.12.6 MogmeHto «[ata n Bpems»

B noameHto «Jata u BpeMsi» MOXHO HACTPOWTbL BPEMS BPYUHYO UM C MOMOLLLbKO MPOTOKOA CUHXPOHMU3ALMN
BpemeHn (NTP).

5.12.6.1 Bpyu4Hyro

MOHMTOPMHT Radio VAP WwDS STA CeTesble HacTPORKH BHewHWe cepBUCh Cucrema - (BbIXOM)

OfHoenexue MO ycTpoicTBa Pexgm @® Bpyudyio (O NTP cepeep

[aTa 1 Bpems ycTpoicTea 20.10.2025 07:35:16 | # Penaktuposats

KoHurypauus

Mepesarpy3ka

Mapons

Hypran

[1aTa v BpeMA »

OTnapoyHan WHopMaLKa

Yacosoi noAc

BKMKOYUTE NEPEXOL HA NETHES
BpeMs

[Nepexos Ha NeTHee Bpema

MNepexoa Ha 3uMHee BpeMA

CABMI BPEMEHN (MHH.)

Mocksa, Poccus
(He 8510paH0) (He eslibparo)
(He 8510paH0)

(He eslibparo)

60

(He esifpako) B — °

(He gwibpaHo) B — 1 —

+ [lama u spemsi ycmpolicmsa — farta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnu TpebyeTcs
KOppPEeKUns, HaxXMUTE KHOMKY «PefakTupoBaTb.
+ [lama, spemsi — 3afiaiiTe TeKyLLyto AaTy U BPeEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v BpemMsi»
[ANs yCTaHOBKM BpemeHu MK Ha yCTpoCTBO.
+ Yacosol rnosic — nNo3BOMAET YCTAHOBUTb YaCOBOW MOAC B COOTBETCTBUMN C GvKaiLLUM rOpOLOM B
BalleM pervoHe n3 3aaHHoro Crnucka,;
* Br/1o4umb rnepexod Ha /iemdee speMsi — Npu yCTaHOB/IEHHOM dp/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/HATLCA aBTOMaTUYeCKN B 3a[jaHHbI NepuoL BpeMEHN:
* [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BpeMs, Korga OyaeT BbINO/IHATLCA Nepexos Ha 3uMHee
Bpewms;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHMmaTb 3HaveHune oT 0 o 720 MUH.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «[pUMEHNUTb». 151 OTMEHbI U3MEHEHWNI HAXXMUTE KHOMKY «OTMEHa».
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5.12.6.2 NTP-cepsep

MOHHTOPHHT Radio VAP wDS STA CeTesble HACTPOAKK BHELIHWE CEPBMCH Cucrema - (Bbixon)

OfHoenexune MO ycTpoicTea Pexmm O Bpydhylo @ NTF cepsep
KOHEHFYPALMA [lata u BpeMA YCTPoHCTEa 20.10.2025 07:37:19

Yacosoi noac Mockea, Poccun v
Mepesarpyska

NTP cepse| 00l.ntp.or -
Maponk peep P p-org

BKNKYKTE NEPEXOL HA NETHEE

HypHan
Bpema

[ata v Bpems » Tepexoa Ha NETHee BpeMA (He ebiGparo) | (He enifpaHo) | (He esifpako) B — T —
OTnafoyHas HHPOpPMaLUMa Mepexof Ha 3UMHEE BpeMA (He 8blOpaHa) (He ebl0paHo) (He ewifpaHo) B — 1| -
CLBMT BPEMEHH (MIH ) 60
Appeca AONONHUTENLHEIX NTP-cepBepoE
1 time google com x

2 time.cloudflare.com =

« [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[OMeHHOE MMA cepBepa CMHXPOoHM3auun BpeMeHn. Bo3MOXHO 3afartb agpec
NN BblGpaTb U3 CYLLECTBYIOLENO CMMNCKa,;
+ Yacosol nosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUMN C GAMKAALLMM rOpOAOM B
BalLEM PervoHe u3 3aaHHoro Crnmcka;
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dof1are nepexop Ha fieTHee/31MHee
BpeMsi OyAeT BbINOSHATLCS aBTOMATUYECKN B 3af,aHHbIV Nepuof BPEMEHN:
+ [Nepexod Ha nemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINOHATLCS Nepexos Ha fietHee
BpeEMS;
+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeEMS, Korga OyAeT BbIMNO/HATLCS NEPEXOA, Ha 3MHee
BpeEMS;
+ COBU2 BpeMeHU (MUH.) — Nepuof, BpeMeHn B MUHYTaX, Ha KOTOPbI BbINOMHAETCSA CABUM BPEMEHW.
MoxeT npuHMmathb 3HavyeHme oT 0 4o 720 MuH.
+ Adpeca dorosiHumesibHbiX NTP-cepsepos — B C/lyyae Kora OCHOBHON CepBep CUHXPOHU3aL M BpeMEHM
HeAOoCTYyneH, yCTPOCTBO ByaeT obpawatbCs K A4ONO/THUTEbHLIM CEPBEPAM CUHXPOHU3ALMN
BpeMeHu. [1nsA Toro 4tobbl 406aBUTb afpec B CMUCOK, HOKMUTE KHOMKY «[06aBUTb» U B NOABUBLUEMCS
none seeguTe IP-agpec nnn gomeHHoe nms cepsepa. Ytobbl yaganutb agpec 13 cnucka, B

COOTBETCTBYHLLEN CTPOKE HAXXMUTE KHOMKY )

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ,U,I'IFI OTMEHbI U3MEHEHWIT HAXMUTE KHOMKY «OTMmeHa».
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5.12.7 TMoameHio «OTnagovHas nHgopmaunsa»

MoHMTOpUHT ~ Radio VAP WDS  STA  CeTeBbie HAacTpOIKK BHELUHUE CEpBHCH Cuctema >  (BbIXOM)

OGHOBNEHKe MO yCTpoAcTEa ®afin oTNanouHoR r* Cravars
WHDOPMALMK
KoHdpurypauua
Mepesarpyska
Mapons
HypHan
[ata u BpeMa

OTnafo4Has MHOPMaLHS >

dainn 0Tn1ag04vHOoN nHhopMaumm

YT0o6bl NoNy4nTb apxms troubleshooting.tar.gz c ycTpoiicTBa Ha /IoKa/IbHbI KOMMNLIOTEP, HAKMUTE KHOMKY
«CKayvarb».
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHue knasui (B aHrnuiickoin packnagke) [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiicteBo WEP-30L/WEP-30L-Z HacTpoeHo Ha nony4yeHue agpeca no DHCP. Ecnu aToro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asogckoii IP-agpec yctpoiictBa WEP-30L: 192.168.1.10, macka noacett: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aipec ycTpoiicTea>, Aanee BBECTV Naposib

telnet <IP-agpec ycTpoiicTBa>, BBECTM /IOTVH 1 Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-agpec WEP-30L)
WEP-30L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WEP-30L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Neol)
WEP-30L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — I[P-agpec dns-cepsepa No2)
WEP-30L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvma paboTsl ¢ DHCP Ha Static-
IP)

WEP-30L(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L(config):/route# add default (rae default — HassaHne mapLupyTa)

WEP-30L(config):/route# default

WEP-30L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv uiv y3/fa HasHaqyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WEP-30L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetv HazHauyeHus, o158 AedonTHoro
mMapLpyTta — 0.0.0.0)

WEP-30L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lwno3a)
WEP-30L(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/brO# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~ e~~~
—_— = o = ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_ e~~~ —~

© Hauunnas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasat MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/common# mtu X (rge X — pasmvep MTU B 6aiiTax. Bo3MOXHble 3Ha4eHns: 1-
2490. o ymonyaHuto: 1500)

WEP-30L(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

6.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbIO YTUNTbI Set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

[MonyyeHne ceTeBbIX HACTPOEK No DHCP:
WEP-30L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWKK:

WEP-30L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rge X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogcetu, Z.Z.Z.Z — Lu/03)

AocTtyn uepes VLAN ynpaBneHus B pexxume Terminating

[NonyyeHne ceTeBbIX HACTPoekK nNo DHCP:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPONKu:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbIE 3HAUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Li1t03)

DocTtyn uepes VLAN ynpaBsneHusi B pexxume Forwarding

nOﬂyl—IeHl/le ceTeBblX HacTpoek nNo DHCP:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YyCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTpOVIKM:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A5 AOCTYyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HAYEHUsI: 1-4094; X.X.X.X — cTatuueckuii IP-agpec; Y.Y.Y.Y — macka nogacetu; Z.Z.Z.Z — Lto3)

3aBepLueHne N coxpaHeHne HacTpoeK

WEP-30L(root):/# save (coxpaHeHVe HacTpPoekK)
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6.2.2 HacTpolika yaasEéHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-30L(root):/# configure

WEP-30L(config):/# ssh

WEP-30L(config):/ssh# enable true (ynpasneHue yganéHHbiM JOCTYNom no SSH. 1N OTKNI0YeHUs BBeAuTe
false. 1o ymon4yaHuto: true)

WEP-30L(config):/ssh# port X (rae X — nopt SSH-cepsepa. o ymonyaHuio: 22)

WEP-30L(config):/ssh# session-limit X (rge X — makcumanbHoe Konmyectso SSH-ceccuid. o ymonyaHuto: 5)
WEP-30L(config):/ssh# save (coxpaHeHve HacTpoek)

HacTtpoiika Telnet

WEP-30L(root):/# configure

WEP-30L(config):/# telnet

WEP-30L(config):/telnet# enable true (ynpasneHune yganéHHbiM OCTYnoM no Telnet. 415 OTKAOYEHNS
BeeauTe false. 1o ymonyaHuto: false)

WEP-30L(config):/telnet# port X (rae X — nopt. o ymonvaHumio: 23)

WEP-30L(config):/telnet# session-limit X (r1e X — makcumvansHoe konmyecTso Telnet-ceccuit. 1o
YMOJ/14aHUI0: 5)

WEP-30L(config):/telnet# save (coxpaHeHne HacTpoek)

6.2.3 HacTpoiika ceTeBbix napameTpos IPv6

@ o ymonuanunio 4ocTyn K YCTPOICTBY MO NPOTOKony IPV6 Ha Touke 0CTyna OTK/TOUEH.

BK/loueHue goctyna K yCTpoiicTBy o npoTokony IPv6

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
DHCP)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/104eHVIE 40CTYNa K YCTPOUCTBY MO
npoTokony IPv6. Ansa oTkntoueHns seegue false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHVe HacTpOeK)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commoni# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyyeHne ceteBbIx napameTpos IPv6 no

—~ o~~~ —~ —
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HacTpoiika cTaTMuecKux ceTeBbIX NapameTpoB IPV6 TOUKU focTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commont# ipv6

WEP-30L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXX XXX XXX XXX XXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoictea WEP-30L)
WEP-30L(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npechuke cratnyeckoro IPv6-
agpeca. lNMpnHnmMaeT 3HadveHne o1 0 Ao 128. 1o ymon4aHuio: 64)
WEP-30L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaercs |Pv6-
npedorkc, Hanpumep, 3211:0:0:1234::/64)

WEP-30L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa Nel ¢ npedimkcom)
WEP-30L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa No2 ¢ npedikcom)
WEP-30L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHVIE NCMONL30BaHNSA CTATUYECKNX
ceTeBbIX IPv6 napameTpoB. [/15 noslydeHus ceTeBbix napaMeTpoB IPve no DHCP BeeauTe dhep)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/10ueHVIe 10CTYNa K YCTPOUCTBY MO
npotokony IPv6. s Bbiko4eHUs BeeaunTe false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoek)

—_ ===
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPA3-Enterprise mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoikn VAP ¢ pasnnuHbiMn pexnMmamu 6esonacHocty anst Radio 51Ty,
(wlan1).

71



PykoBoacTBo no akcnnyartauum WEP-30L, WEP-30L-Z

6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoin oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_open' (13vieHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum LwndposaHmns off — 6e3 napons)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===

72



PykoBoacTBo no akcnnyartauum WEP-30L, WEP-30L-Z

6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

CospgaHue VAP c wuncpposaHuem OWE

WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-30L_owe' (13vieHeHne nmenn SSID)
)
)

—_ e~ e~~~

WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexvimv wndposaHns OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposis 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
_ ===
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6.3.3 HacTtpoliika VAP c wndposaHvem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHblE K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WEP-30L(root):/# configure
WEP-30L(config):/# interface
WEP-30L(config):/interface# wlan1-va0 (HacTpolika ckpbIToro VAP ¢ wndpposaHem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)
WEP-30L(config):/interface/wlan1-va0# vap
WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_owe' (13veHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# hidden true (ckpbiTh VAP)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexvimv wnposanns OWE —
LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI
Wi-Fi 6)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# owe-transition-interface wlani-val (ykazaHue
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit
WEP-30L(config):/interface/wlanl-va0/vap# exit
WEP-30L(config):/interface/wlanl-va0# common
WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common#exit
WEP-30L(config):/interface/wlan1-va0# exit
WEP-30L(config):/interface# wlanl-val (HacTporika VAP 6e3 lunigpoBaHuns)
WEP-30L(config):/interface/wlanl-val# vap
WEP-30L(config):/interface/wlanl-val/vap# ssid 'SSID_WEP-30L_open' (n3vieHeHve nmveHn SSID)
WEP-30L(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6710k HACTPOEK pexxnma 6e30nacHoCTI
Ha VAP)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# mode off (pexxum LwncposaHuns off — 6e3 napons)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlani-va0 (ykazaHune VAP ¢
pexnmom wndgpoBaHns OWE, K KOTOPOMY HEABHO ByAyT NOAK/IYEHbI KNneHTbl Wi-Fi 6, oCTa/lbHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# exit
WEP-30L(config):/interface/wlanl-val/vap# exit
WEP-30L(config):/interface/wlanl-val# common
WEP-30L(config):/interface/wlanl-val/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)

( )

( )

—_— -

WEP-30L(config):/interface/wlanl-val/common# exit
WEP-30L(config):/interface/wlanl-val# save (coxpaHeHvie HACTPOeK)
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6.3.4 HacTtpoiika VAP ¢ pexnmom 6e3onacHocTn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_Wpa2' (n3meHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LngpposaHmns — WPA/
WPA2)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/naposib, He0OXoANMbIN
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Knva Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.5 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_enterprise' (n3veHeHve nveHn SSID)
)
)

—_ e~ e~~~

WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security # mode WPA_WPA2_1X (pexwvm wudposaHns — WPA/
WPA2-Enterprise)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rje root — fJ0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepsepa, KOoTopbIii
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposns a715 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.6 HacTtpoliika VAP c nopTtanbHoil aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-30L' (n3meHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (sx/1t04nTE MAC-aBTOPU3ALINIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — f0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHne BUPTYaIbLHOM TOYKM [0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

~ N~ N~~~ o~~~ —
—_— -

—_ e~~~
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6.3.7 HacTtpoiika VAP ¢ BHelUHeli nopTasibHOM aBTopu3aunei

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlanl-va0/vapt# ssid 'Portal_WEP-30L' (13veHeHne nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# captive-portal
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (sx/1t0ueHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOrO
nopTasia B COOTBETCTBMM C Tabnuuen 9)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# enabled true (Bk/1t04eHVe dhyHKLUMOHaA captive-
portal)

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposns a71s RADIUS-
cepBepa, UICNosib3yeMoro Ans aBTopm3anunn)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHVe HacTpoek)

~ N~~~ e~~~ o~ —
—_— =
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JononHutenbHble KOMaHAbI A4N1A HACTPOWKM BHELUHE NOPTa/IbHOW aBTOpU3auumn

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# preauth-filter-mode acl (napavetp,
onpeaensiioLLnin Ha OCHOBaHWUN Yero 6yaeT PUNbLTPOBaTLCA TPAUK HEABTOPN30BAHHbIX K/TMEHTOB.
Bo3moxHble 3HadeHus: acl, white-list. 1o ymonuaHuto: white-list)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# http-auth false (oTk/1t04eHVE aBTOPU3aLNN MO
http. Mo ymonyaHuio: true)

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# ipv4-acl ipv4_list (rae ipv4_list — nvs cnivcka
npasws ipv4-acl)

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# url-acl url_list (rae url_list — nmsa cnucka npasun
url-acl)

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# filter-dns-by-acl true (Bk/1t0ueHne uisTpaumm
DNS-3anpocoB no npaswuiam preauth-acl. Mo ymonyaHuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rge XX-XX-
XX-XX-XX-XX — chopmar MAC-agpeca KInmeHTa, KoTopblii 6yAeT NOACTaBMATLCA BMECTO <AP_MAC> B
3anpocax Ha BHeLHWA noptasl. Bo3amoXHble 3Ha4eHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-
XX-XX-XX — doopmat MAC-agpeca ToukM A0CTyna, KOTOpbIi OyaeT noAcTaBNATbCA BMecTo <NAS_ID> B
3anpocax Ha BHeLHWA noptasl. Bo3amoXHble 3Ha4eHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# disconnect-on-reject true (napaverp,
OTBEYAOLLNIA 3a OTK/IOUEHNE KNIMEHTA Noc/ie nonyyveHuns Access-Reject. nsa oTknoveHus eeeaute false)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepesgasarb MAC-agpec
KnveHTa B kayecTBe naposis B RADIUS 3anpocax. Mo ymonuyaHutio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-XX-
XX — chopmat MAC-agpeca KAneHTa, KoTopbli 6yaeT douryprpoBatb B RADIUS 3anpocax. ®yHKLUMOoHanN
paboTaeT TOMbKO Mpu YC10BMK use-macaddr-as-password = true. BO3MOXHble 3Ha4eHns: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOYAHMHD: XXXXXXXXXXXX)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeH/e HacTpPOoekK)

© [ns nonyyenus nHdopmaLmn 06 anroputMe B3auMOeNCTBIA C BHELLUHUM MOPTA/IOM CM. CXENY.
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Tabnuua 9 — HacTtpoliika URL wa6noHa an1a BHELWHel NopTasibHOM aBTopu3auum

MapameTtp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>

<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnu He 3aaH HY OguVH
13 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS- n HTTP(S)-
nakeTtax éyget ucnosnb3osarbcs MAC-agpec Toukm gocTyna B
chopmarte "nas-id-format”

[loMeHHOE 1MSI, KOTOPOE MOKa3bIBAETCS KNEHTY Npu
nepeHanpaeieHnm

MAC-agpec Toukn goctyna

MAC-agpec knneHTa

SSID

URL, KOTOpbIli M3HaYa/IbHO 3anpaluvBas KNneHT
IP-agpec Touku goctyna

AP-location Toukn gocTtyna
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6.3.8 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

WEP-30L(config):/interface/wlanl-va0/vap# radius (HacTporika ocHoBHOro RADIUS-cepsepa)
WEP-30L(config):/interface/wlanl-va0/vap/radius# backup (HacTtpoiika gononHutensHoro RADIUS-cepsepa)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gonosHutenoHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — IP-agpec fOMN0O/HUTENIbHOTO
RADIUS-cepBepa B KOHurypauuu)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-
agpec RADIUS-cepBepa)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (/e secret — naposb
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rae X.X.X.X — IP-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (ra1e X — nopt RADIUS-cepBepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (1/e secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (re order — npuoputet RADIUS-
cepBepa. Ecnn npnoputeT He 6biN yKaszaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—_ e~~~ —~

6.3.9 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

HasHauyeHue VLAN-Group Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# vlan-group X,Y-Z (e X,Y-Z — Homepa VLAN-ID, KOTopble MOXHO
HasHaunTb Ha VAP. Bo3MOXHble 3HaYeHus: 1-4094. Ecnn HacTpoeH napameTp vlan-group, To 6yaet
nUrHopuposaTbcs napametp vlan-id)
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BknioueHue pexxuma Band Steer

WEP-30L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/it0ueHne pexnma Band Steer. [1/15
oTKNtoveHns seegute false)

BknroueHue VLAN trunk Ha VAP

WEP-30L(config):/interface/wlan1-va0/vap# vlan-trunk true (Bx/itoueHvie VLAN Trunk Ha VAP. [1ns
oTkNtoueHust BeeaunTe false)

BknroueHune General VLAN Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/1toueHne General VLAN Ha SSID. [1ns
oTK/Io4YeHns BeeauTe false)
WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

Bbi6op cnocoGa npuopuTusaum

WEP-30L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHan3 nprnoputera 13 nons CoS (Class of
Service) TErMPOBaHHbIX NAKETOB. 3HAYEHMEe NO YMO4aHuto: true. B aToM criyyae aHanmaunpyeTcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/1104/TL 3@l MTY management-
Kaapos (opelimoB). required — TpebyeTcs noagaepxka MFP OT KNueHTa, KNneHTbl 6e3 MFP He cMoryT
noakounThCA. capable — coBmecTMMO ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounTbes. Ans
oTK/o4YeHns BeeaunTe off)

Bk/oueHue Ucnosib3oBaHus TLS npu aBTopusauuu

WEP-30L(config):/interface/wlanl-va0/vap/radiusi# tls-enable true (ncnonb3osars TLS npu aBTopusaumn. s
oTKNtoveHns seegute false)

Bk/itoueHne cKpbIToro SSID

WEP-30L(config):/interface/wlanl-va0/vap# hidden true (Bx/itoueHne ckpbitoro SSID. 15 OTK/IYEeHNA
BBeauTe false)
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BK/loU€HMe U3oNALUN KIMEeHTOB Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/1t0ueHvie n3onsaumn Tparka Mexay
KNueHTamu B npegenax ogHoi VAP. s oTkntoveHust seeaunte false)

OrpaHuyeHne KonmyecTBa K/iMeHToB Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# sta-limit X (rge X — makcumasibHO A0nyCcTyMOe YNCTI0
noAK/ItYaeMbIX K BUPTyaslbHOM CETU KNIMEHTOB)

BkntoueHue 3awmThbl oT ARP Spoofing

WEP-30L(config):/interface/wlan0-va0/vap# arp-inspection true (Bk/il0ueHne nposepkn Tparka Ha
nogmery IP-agpeca nctovHmka B ARP-naketax. s oTkntoueHnst seeaute false. Mo ymonyanutio: false)

BktovyeHue pennukaymum MynbTUKacToOBOro TpachKa Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHVe pennnkaLmm
MyNbTUKacToBOro Tpadnka Ha VAP. [1nsa oTkaoueHus seegute false)

BknroueHue Minimal Signal U Roaming Signal

WEP-30L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/10ueHVIE NCMONB30BAHMA
doyHKuMoHana Minimal Signal. 19 oTkntoveHus seeuTe false)
WEP-30L(config):/interface/wlanl-va0/vap# min-signal X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTXXEHMN KOTOPOro Touka byAeT oTk/IouaTb kaveHTa ot VAP. MapaMeTp MOXET NPpUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WEP-30L(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — nepropg BpemeHu B cekyHaax,
MO UCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNN KITMEHTCKOro 060pyAoBaHns OT
BUPTYasIbHOW CETHN)

WEP-30L(config):/interface/wlanl-va0/vap# roaming-signal X (re X — noporosoe 3HaueHve RSSI, npn
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYHO TOUKY
foctyna. NapameTp MOXeT NpUHMMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/MKEH ObITb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal Jo/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

BknioueHue nepepaum aboHeHcKoro Tpacmka BHe GRE-TyHHens

WEP-30L(config):/interface/wlanl-va0/vap# local-switching true (Bx/iloueHne nepegaym aboHEHTCKOrO
Tpadomka BHe GRE-TyHHens. s oTknoveHust BeeanTe false. 10 yMOIYaHUIO BbIK/THOYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rge X — makcumasnibHas cKopocTsb B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bx/1t0ueHve weiinepa. Moxet
npuHUMaThb 3HadveHune: kbps — KOuT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — MakcumasibHas CKOpoCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHve welinepa. MoxeT
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — mMakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/toueHve wernepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (r4e X — mMakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHne wennepa. Moxet
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-30L(config):/interface/wlanl-va0O/vap# shaper-bcast-rx

WEP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# value X (rge X — makcumasibHasi CKOpOCThb B
KOUT/C N nakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bi/itoueHmne weinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WEP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# value X (rge X — makcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (Bk/1toueHne wennepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-rx

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rae X — makcumasibHasi CKOpoCTh B
KOUT/C NI NakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/itoueHmne wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcymasnibHas CKopocTh B
KOUT/C NI NakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bx/toueHune wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-30L(config):/interface/wlan1-va0/vap# acl

WEP-30L(config):/interface/wlan1-va0/vap/acl# mac

WEP-30L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXOOCXXOEXKXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-30L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-30L(config):/interface/wlanl-va0/vap/acl# policy allow (Bbi60p nonmtvkn. Bo3MoxHbIE 3HAYEHNA:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMO/14aHuto: deny)

WEP-30L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/1t04eHne KoHTpoOns goctyna rno MAC. [ns
oTKNtoueHusi seeaunte false)

WEP-30L(config):/interface/wlanl-va0/vap/acl# exit

WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb3oBaTesnieil, nogmMmeHsaoWmux MAC-agpec ycTpoiicTBa
NPOBOAHOW ceTu

B cnyuae ecnm Heo6xoaMmo no TpeboBaHMAM 6e30NacHOCTY peasin3oBaTb 3alUTy OT MNOAKIOHEHWNIA
nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoincTaa (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoit fdb-filtering, koTopas MeeT cnegyrowme pexmmMbl paboThbl:

on-connect — peXum 6710KMpyeT BCe NOMbITKMA NOAKIIOYEHNS YCTPOWCTB Yepes Wi-Fi, B cnydae ecniv MAC-
aZpec yxe n3yyeH Ha Ethernet-nopTy To4kn [OCTYNa;

by-eth-event — pexum oTk/l04aeT nogkIH4YeHHoro knueHTta no Wi-Fi, B criydae ecnu ero MAC-agpec crta
n3y4yeH Ha Ethernet-nopTy TOUkM AOCTyNna (PeXMM NOMOraeT oumLaTb CTapyto 3anucb O K/IMEHTE Mpu
pOyMUHre);

full — pexum coBmeLLaeT B cebe Bce npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNEe HOBOrO
nonb3oBartesis no Wi-Fi, a Takke OTK/Il0HaeT paHee NoAKII0YEHHOro B c/lydae coBnageHuns ero MAC-
ajzpeca c ycTpoiicTBom 3a Ethernet-uHtepcpericom.

Q Mpwu BbicTaBneHUn pexumos full u on-connect poyMUHT Wi-Fi KNMMEHTOB MOXET yXyALUNTbCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNafalT Ha OCTaslbHble TOYKM JOCTyna ceTu, 1
ero MAC n3yvyaercs Ha BCcex ToUkax AOCTyna CeTu, Mo3ToMy Mpu POyMUHIE KIIMEeHTa, B Clyvae ecsn
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenogk/toyeHne MOXeT NPOUCXOANTb
LNINTENbHOE BpeMS.

WEP-30L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-30L(config):/interface/wlanl-va0/vap/fdb-filtering# enabled true (sx/1t0ueHne dyHkUnoHana. s
oTkNtoveHns seeaute false. 3HaueHne No ymonyaHuto: false)
WEP-30L(config):/interface/wlanl-va0/vap/fdb-filtering# mode full (8ci60p pexvima paboTsl. 3HayeHre no
ymosyaHuio: by-eth-event)

WEP-30L(config):/interface/wlan1-va0/vap/fdb-filtering# exit

WEP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVie HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexagy VAP ¢ pexxumom 6e3onacHocTn WPA2/WPA3-Personal n WPA2/
WPA3-Enterprise.

C vHcTpyKumeit no HacTpoiike VAP ¢ pexvmom 6e3onacHoctn WPA2-Personal n gpyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-anpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yHviKka/ibHbLINA KNHOY 4715 LAHHOA
VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1omeH fo/mkeH coBnagarb Ha
BCTpeYHbIX VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-apec VAP
nHTEepderica BCTPEeYHOM Toukn goctyna — T/A_2)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHbLINA
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (BktoueHve paboThbl TOUKM fOCTYNa Mo
NPOTOKO/Yy 802.11r)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHBIN K1Y /15
AaHHoro VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (fomeH fo/mkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka IbHbIN
KN4y BCTpeyHoi VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVe pabOTLI TOUKM AOCTYNa no
npoTokosny 802.11r)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (rze
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (rze
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rze 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/toueHve paboThbl TOUKN
[0CTyna no NnpoTokosy 802.11Kk)

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHue HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (BktoueHve paboThbl TOUKN
[ocTyna no npotokosy 802.11k/v)

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeH/ne HacTpoek)
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6.4 Hactporika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WEP-30L(root):/# configure
WEP-30L(config):/# interface
WEP-30L(config):/interface# wlan1-wds0 (BLI60p /iHka WDS. BO3MOXHbIe 3HaueHns 18 Radio 2.4 T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WEP-30L(config):/interface/wlan1-wds0# wds
WEP-30L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHTepderica
BCTPEYHOIN TOUKM AOCTYNa, KOTOPbIA MOXHO Y3HaTb, EC/IN BBECTU HA BCTPEYHOWN TOUKE AOCTYyNna KoMaHay
monitoring radio-interface)
WEP-30L(config):/interface/wlan1-wds0/wds# exit
WEP-30L(config):/interface/wlan1-wds0# common
WEP-30L(config):/interface/wlan1l-wds0/common# enabled true (Bk/toueHve nuHka WDS. [1n8 OTK/AKYeHUA
BeeguTe false)
WEP-30L(config):/interface/wlan1l-wds0/commont# exit
WEP-30L(config):/interface/wlan1-wds0# exit
WEP-30L(config):/interface# wlanl (npu HacTpoiike WDS Ha Radio 2.4 [T, BBeanTe wlan0)
( )
( )

S~ T~ T~

WEP-30L(config):/interface/wlan1# wlan

WEP-30L(config):/interface/wlan1/wlan# wds

WEP-30L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (Bbi60op pexvma 6e3onacHocTy WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WEP-30L(config):/interface/wlanl/wlan/wds# key-wpa password123 («k/1t04/1aposib, He0OX0ANMBIN A/15
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WEP-30L(config):/interface/wlanl/wlan/wds# enabled true (Bk/itoueHne WDS. [1n8 OTKIHOUEHUA BBEAUTE
false)

WEP-30L(config):/interface/wlanl/wlan/wds# save (coxpaHeHne HacTpoek)

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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6.5 HacTtpolika AirTune

HacTpolika AirTune

WEP-30L(config):/# airtune

WEP-30L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WEP-30L(config):/airtune# dca true (BKNtoUeHNe (PyHKLMOHANA ANHAMUYECKOTO pacnpenesieHnsa KaHasloB.
[ns otknoyeHns seeaute false)

WEP-30L(config):/airtune# tpc true (Bk/1l04eHVE (DYHKLMOHAIa aBTOMATUYECKOro yrnpaB/ieHNsi MOLHOCTbHO.
[ns otknoyeHns seeaute false)

WEP-30L(config):/airtune# load-balance-80211v true (Bk/it0ueHne PyHKLMOHaNa BanaHCpoOBKY KITMEHTOB.
[ns otknoyeHns seeaute false)

WEP-30L(config):/airtune# enabled true (BktoueHNe B3anmogencTemsa ¢ cepsmncom AirTune. Ins
oTK/Io4YeHns Beeaute false)

WEP-30L(config):/airtune# save (coxpaHeHne HacTpoek)

[ns aBTomartuyeckol HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke 4OCTyna HeEO6X0AMMO BK/IHOUUTb
doyHKumoHan 802.11r, AN 3TOro BbINOAHUTE Crieaytowme HaCTPOKN:

HacTtpolika 802.11r uepes AirTune

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bx/10ueHe paboTLI TOUKM AOCTYNa Mo
npoTokosy 802.11r)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)

[na aBTomatnyeckoi HacTpoiikm 802.11k/v yepes cepauc AirTune Ha TOUKe J0oCTyna Heo6XoANMO BK/THOUUTb
dhyHkumoHan 802.11k/v Ha SSID, gn1a aTOro BbINONHUTE CeayoLme HaCTPOMKK:

HacTtpoiika 802.11k/v yepe3s AirTune

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t04eHNE MOALEPKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onucaHa B AOKYMeHTaumn KoHTponnepa SoftWLC.
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6.6 Hactpoliiku Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0

WEP-30L(config):/interface/wlan0# wlan

WEP-30L(config):/interface/wlan0/wlan# radio

WEP-30L(config):/interface/wlan0/wlan/radio# channel X (rae X — HOMep cTaTtnyeckoro kaHasna, Ha KOTOPOM
6yaeT pabotarb TOUKa)

WEP-30L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t04eHne asToBLIOOPa KaHana. [ns
BK/IIOUYEHNA BBeAUTE true)

WEP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels false (OTk/1l04eHVIE CMONBL30BAHMSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-30L(config):/interface/wlan0/wlan/radio# bandwidth X (rze X — wmnpunHa kaHana. lNapameTp MoxeT
npuHUMaTh 3HadveHune: o Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-30L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MOLLHOCTY B ABM. [NapaveTp
MOXET MpUHUMaTh 3HadyeHue: ana Radio 1: 0-16 gbm; ona Radio 2: 0-19 nbm)
WEP-30L(config):/interface/wlan0/wlan/radio# tx-power-min X (r4e X — MUHUMa/IbHBIA YPOBEHL MOLLHOCTU B
AbM. MapamMeTp MOXeT npuHMMaThb 3HavyeHue: anas Radio 1: 0-16 obm; anda Radio 2: 0-19 Abwm)
WEP-30L(config):/interface/wlan0/wlan/radio# tx-power-max X (rge X — MakcrumMasibHbIi YPOBEHL MOLLHOCTY
B AbM. MapameTp MOXET nNpuHMUMaTb 3HadeHne: and Radio 1: 0-16 abwm; ansa Radio 2: 0-19 abm)
WEP-30L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku gocTynHbIX KaHaNoB

Ona Radio 2.4 Ty gnsa BbIGOpA AOCTYMHbI CeAYIOWMNE KaHAbI:
* Npu WupuHe kaHana20Mru; 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.
a

Ana Radio 5 Ty anAa BbiGOpa AOCTYNHbI cneaylolne KaHanbl:
* npwu wupuHe kaHana 20 Mrru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

0 MapameTpsbl tx-power-min 1 tx-power-max NPUMeHSIIOTCS TOMbKO B peXume paboTbl C CEPBUCOM
AirTune.
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6.6.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CNuUcKa KaHaJ10B

WEP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1104eHVE NCNO/L30BaHNSA
OrpaHNYeHHOro cnMcka KaHanoB B paboTe aBTOBbIOOpa KaHas10B. Ans oTkoueHnsa seeauTe false. o
YMO/14aHuIo: true)

WEP-30L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (r1e 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdeinc)

HacTpolika orpaHUYeHHOro CNUCKa KaHas/loB B pexume STA

WEP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels-client true (Bk/1l04eHnE NCNOIL30BaHNS
OrpaHNYEHHOro CNMcKa KaHaoB B pexnme knueHTa (STA). s oTknioueHnst BeeanTe false. o
ymMo4aHuto: false)

WEP-30L(config):/interface/wlan0/wlan/radio# limit-channels-client'1 6 11' (r1e 1,6, 11 — kaHa/ibl
AnanasoHa, B KOTOPOM MOXET paboTaTb HaCTpanBaeMbIil pagnonHTepdenc B pexxume kameHTta (STA))

N3mMeHeHUe OCHOBHOIO KaHas1a

WEP-30L(config):/interface/wlan0/wlan/radio# control-sideband lower (napavietp MoxeT npuHymars
3HauyeHue: lower, upper. 10 ymonuyaHuto: ansa Radio 1: lower; o/1s Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3awWmMTHOro UHTepBana

WEP-30L(config):/interface/wlan0/wlan/radio# sgi true (Bk/110ueHVe NCNONL30BaHNSA YKOPOUYEHHOIO
3alUMTHOrO MHTepBasia Ans nepegayn gaHHbIX — 400 He, BMecTo 800 H. [1a oTk/toueHms BeeauTe false)

BkntoueHune STBC

WEP-30L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1t04eHVe MeToAa NPOCTPAHCTBEHHO-BPEMEHHOTO
6104HOro0 KoanpoBaHus (STBC), HanpaBNEHHOIO Ha NOBbILLEHWE HAAEXHOCTU Nepeaayn gaHHbIX. Ans
oTK/Io4YeHus BBeauTe false)

BknroueHue arperauumn

WEP-30L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/1toueHne arperauym Ha Radio —
nogaep>xxkn AMPDU/AMSDU. na oTkntodeHns seeauTe false)

BK/1lOUE€HME UCNO/Ib30BaHUA KOPOTKOIi NpeamMGy/ibl

WEP-30L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/110ueHVe NCNONB30BAHNSA KOPOTKOM
npeam6ysibl naketa. [Ana otkaoyeHnsa seeuTe false)
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BkntoueHue Wi-Fi Multimedia (WMM)

WEP-30L(config):/interface/wlan0/wlan/radio# wmm true (Bk/1t0ueHvie nogaepxkki WMM (Wi-Fi Multimedia)
[ns otknoyeHns seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTCca T0/1bKO Ha Radio 5 T (wlanl)

WEP-30L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum pabotel mexaHvsma DFS. MoxeT
npuHUMaThb 3HadyeHus: forced — MexaHn3M BbIK/IOUYEH, DFS-kaHasbl 4OCTYMNHbI AN BbIGopa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3M BblkNtoveH, DFS-KaHasbl HeJOCTYMNHbI A1 BblGopa)

BknroyeHue pexuma aBTOMaTUUYECKOW CMEHbI LWWNPUHBbI KaHana

WEP-30L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0ueHVIE peXMMa aBTOMATUYECKON CMEHbI
LUMPWHBI KaHana ¢ 40 MMy, Ha 20 MITy, npy 3arpy>keHHoM pagnoadupe. s oTknoveHnsi Beeaute false)

BknioueHue weinepa Broadcast/Multicast

WEP-30L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rie X — orpaHuyeHvie nepegayv
LLUMPOKOBELLATE/TbHOIO/MY/ITUKACTOBOrO Tpadurka no 6ecnpoBOAHON CETU, yKa3blBaETCA IMMUT OJ15
LUMpOKOBeLLlaTesibHoro Tpadrka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-30L(config):/interface/wlan0/wlan/radio# qos

WEP-30L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/10ueHVIE NCMONB30BAHUA PYHKLN,
obecneunBaroLLMx Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). nst oTkntoueHns seeauTe false)
WEP-30L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS TO4kM AOCTYra,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTporika napametpos QoS A/
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rge X — Bpems oxuaaHnsa kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hayas/ibHOe 3Ha4YeHne BpemMeHn
oXugaHusi nepea NOBTOPHOW OTNPABKOWN Kaapa, 3afgaeTcs B MuUnancekyHaax. lMpuHumaet 3HadeHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin He MOXET NpeBbILLaTb 3Ha4YeHne cwMax)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasibHoe 3HavyeHne
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsasn BpeMeHn B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-30L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS k/MeHTa: Tpadmk
nepegaeTcs OT K/MeHTa A0 TOYKM A0CTyna)

WEP-30L(config):/interface/wlan0/wlan/radio/qost# save (coxpaHeHVie HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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6.7 Hactporika DHCP onuwun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0 (HacTpolika 6yaeTt nponssoanTbecs A5 Radio 2.4 I'Tu. Ecnn Heobxoaumo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-30L(config):/interface/wlan0# common

WEP-30L(config):/interface/wlan0/common# dhcp-snooping
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BLI60p paboThI
DHCP snooping B peXume 3ameHbl Ui NoAcTaBneHns onuun 82)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLme napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (i€ custom
— 3amMeHa cogepxxumoro CID Ha 3HavyeHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<numsa SSID>. SSID — 3ameHa cogepxxunmoro CID Ha nmsa SSID, K KOTOpoMY NOAK/THOYEH
KNueHT. Mo ymonyaHuno: APMAC-SSID)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepkumoro RID Ha 3HaveHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-aapec
KNMEeHTCKOoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3aMeHa coaepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAMUTCA Touka gocTtyna. Mo ymonyaHuio: ClientMAC)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r21e
longstring — 3HaueHne OT 1 40 52 CMMBOJIOB, KOTOpoe 6yaeT nepegasatbesi B CID. Ecniv 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (e
longstring — 3HaueHne OT 1 A0 63 CMMBOJIOB, KOTOpPOe 6yaeT nepefasatbesi B RID. Ecniv 3HaueHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavYeHue no
ymonyaHuo: MAC-agpec KTIMEHTCKOro YCTPONCTBA)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B160p
pasgenntensi oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens
BbICTynaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgenntenst BbICTynaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

97



PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

6.8 HacTtpolika pennukaumum DHCP

© Hacrpoiika akTuBMpyeT hyHKLMOHaN Npeo6pasosaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/AET NOBbICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoOM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeacTasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlanl

WEP-30L(config):/interface/wlan1# common

WEP-30L(config):/interface/wlanl/common# dhcp-snooping
WEP-30L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bi/1l0ueHVE
pennukaumm DHCP. o yMO/4aHUIO BbIK/IOYEHO: false)
WEP-30L(config):/interface/wlanl/common/dhcp-snooping# save (coxpaHeHve HacTpoek)

6.9 Hactpolika pennukayun ARP

© Hacrpoiika arp-suppression NPouN3BOANTCA OTAENLHO AN KaX/A0ro paguonHTepdelica. B gaHHOM
pasgene NpMBOASATCS NPUMEPbI HACTPOiKK arp-suppression ans Radio 2.4 My, — wlan0.

Mocne BkNOUEHUA arp-suppression npouncxoant nogmeHa MAC-agpeca nony4yarens.

HacTtpoiika pennukauuun ARP

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0

WEP-30L(config):/interface/wlan0# common

WEP-30L(config):/interface/wlan0/common# arp-suppression
WEP-30L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t0ueHne arp-suppression. o
yMO4aHuo BbIK/THOYeHO: false)

WEP-30L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yripassieHuve
pennvkaumen ARP. Ecnn napamMeTp BK/HOYEH true, TO MPOMCXOAMT oTOpacbkiBaHWe NakeToB C HEM3BECTHbIM
IP-agpecom HasHaueHus. Ecnn napameTp Bbik/toYeH false, To nakeTbl 6yayT nepegaBartbCs
LUMpoKoBeLLarenbHo. Mo ymonyaHuio BKIOYEHO: true. PaboTaeT TONbKO C BKIIOYEHHbIM arp-suppression)
WEP-30L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHVe HacTpoek)
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6.10 HacTpoiika pexuma knveHTa (STA)

HacTpoliky pexnma knneHTta (STA) MOXHO ocyLlecTBsTh Ha wlan0 — paguounHTepdpeiic 2.4 Iy, uamn wlan1 —
pagnovHTepdelic 5 Iy,

HacTpolika pexuma knueHta STA 6e3 wudpoBaHus

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0

WEP-30L(config):/interface/wlan0# wlan

WEP-30L(config):/interface/wlan0/wlan# mode sta (BLI60p pexvva paboTkl yCTPOMCTBA)
WEP-30L(config):/interface/wlan0/wlan# sta

WEP-30L(config):/interface/wlan0/wlan/sta# ssid 'SSID_WEP-30L_open' (13veHeHne nvieHn SSID)
WEP-30L(config):/interface/wlan0/wlan/sta# security-mode off (pexvv wndposanus off — 6e3 napons)
WEP-30L(config):/interface/wlan0/wlan/sta# save (CoxpaHeHne HacTpoek)

HacTpolika pexuma knumeHta STA c OWE

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0

WEP-30L(config):/interface/wlan0# wlan

WEP-30L(config):/interface/wlan0/wlan# mode sta (BLI160p pexvva paboTsl YyCTPONCTBA)
WEP-30L(config):/interface/wlan0/wlan# sta

WEP-30L(config):/interface/wlan0/wlan/sta# ssid 'SSID_WEP-30L_OWE' (n3veHeHne nveHn SSID)
WEP-30L(config):/interface/wlan0/wlan/sta# security-mode OWE (pexxunm LuchposaHms OWE —
LUMpOBaHHOE coeaHeHne 6e3 BBoAa Naposs. B Takom pexmnme CMOryT NOAKAUUTLCS TOMbKO K/TUEHTbI
Wi-Fi 6)

WEP-30L(config):/interface/wlan0/wlan/sta# save (coxpaHeHne HacTpoek)

—_— o ===

HacTpolika pexuma knmeHTa STA ¢ peXxumom 6e3onacHocT WPA-Personal

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexunma paboTsl ycTpoicTea)
config):/interface/wlan0/wlan# sta

WEP-30L(config):/interface/wlan0/wlan/sta# ssid 'SSID_WEP-30L_WPA2' (n3veHeHne rmeHu SSID)
WEP-30L(config):/interface/wlan0/wlan/sta# security-mode WPA2 (pexuim wndposaHns — WPA2)
WEP-30L(config):/interface/wlan0/wlan/sta# key-wpa password123 (rge password123 — K/1k04/naposis,
HeOoOX0ANMbIA A5 MOAK/UYEHUS K BUPTYaslbHOM TOUKe AocTyna. [/iMHa Kaoda Ao/mKHa COCTaBMAThb OT 8
[0 63 CUMBO/IOB)

WEP-30L(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

~ o~~~ o~ o~ —~ —
—_— i o O
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6.11 HacTtpolika Z-Wave

© Tonsko ans yctpoiictea WEP-30L-Z.

HacTtpoiika Z-Wave

WEP-30L-Z(root):/# configure

WEP-30L-Z(config):/# z-wave

WEP-30L-Z(config):/z-wavei enabled true (rge true — Bk/It0ueHe yHKUMOHaa Z-Wave Hub. 3HaueHne no
ymo/4aHuto: false)

WEP-30L-Z(config):/z-wave# platform-address smart.eltex-co.ru (rze smart.eltex-co.ru — agpec nnarcopmesl
«Eltex Smart Control». 3HaueHne No ymonyaHuto: smart.eltex-co.ru)

WEP-30L-Z(config):/z-wave# platform-port 8072 (rge 8072 — nopT A/19 cBA3KM ¢ niaropmoin «Eltex Smart
Control». Mpwn BblkNtOYEHHOM hriare «be3onacHoe coeguHeHre» fomKeH ObITb ykasaH nopt 8070.
3Ha4yeHne No ymosiyaHuto: 8072)

WEP-30L-Z(config):/z-wavei secure true (rge true — Bk/t04eHe 6€30MacHOro pexuma. /15 oTK/Il4YeHns
BBeauTe false)

WEP-30L-Z(config):/z-wave# syslog true (rae true — BKto4YeHUe NormposaHns. 19 OTK/I04YeHUA BBeAUTe
false)

WEP-30L-Z(config):/z-wave# manage-config zway-reconfigure (npviveHeHve HacTpoek a5 Z-Wave Hub)
WEP-30L-Z(config):/z-wave# save (cOxpaHeHne HacTpoek)

C6poc Z-Wave Hub

WEP-30L-Z(root):/# manage-config zway-reset (cOpoc koHpurypaumm Z-Wave Hub v yaanexve
NOAK/THOYEHHbIX YCTPONCTB)
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6.12 CuctemHble HaCTPOWKM

6.12.1 O6HoBneHue MO ycTpoincTea

OG6HoBneHue MO Touku goctyna no tftp

WEP-30L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue cpaitna MO> (nprvep:
firmware upload tftp 192.168.1.15 WEP-30L-2.8.0_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WEP-30L(root):/# firmware upload http <URL agnsa ckaumBaHus cpaina NO> (npumvep: firmware upload http
http://192.168.1.100:8080/files/WEP-30L-2.8.0_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-30L(root):/# firmware switch

6.12.2 YnpasneHvie KoHurypaumeri ycTporictea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-30L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-30L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-30L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypaunoHHblili ¢paiin yctpoiictBa Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas koMmaHAa BbinonHaeTcAa Ha cepsepe/TK)
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3arpy3ntb KOH(hUrypauuoHHbIii aiin Ha ycTpoMcTBO ¢ TFTP-cepBepa

WEP-30L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue canna
KOHdurypayumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-30L(root):/# manage-config apply (npruveHeHre KoHUrypaLumy Ha ToUKy A0CTyna)

6.12.3 [lepe3arpyska ycTpoiicTBa

KomaHga ans nepesarpysku ycTpoiicTea

WEP-30L(root):/# reboot

6.12.4 HacTpoiika pexuma ayTeHTugmkaumm

YCTPOIACTBO MMEET 3aBOACKYH YUETHYIO 3anvck admin ¢ naponem password. YoannTb AaHHY YUYETHYIO
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLbIO0 YKa3aHHbIX HKE KOMaH.

M3MeHeHue napons A4NnsA yuyeTHol 3anucu admin

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# admin-password <HOBbIi1 naponb ANA yyeTHoi 3anucu admin> (071 1
[0 64 CUMBOJI0B, BK/1HO4asA NNaTUHCKME BYKBbI U LNpbI)

WEP-30L(config):/authentication# save (coxpaHeHne HacTpoek)

Bo3MOXHO co3AaTb AOMNO/THUTENbHbIX NoMb30BaTtesnel /19 NIOKa/IbHON ayTeHTUdMKauun, a Takke
ayTteHTugukaumm yepes RADIUS.

© HosbiM Nonb3oBaTeNAM AOMKHA GbITh HA3HAUEHA OfiHA U3 BYX PONeii:
admin — nonb3oBaresb C TakoW Ponbto ByAeT UMETb MOJHbIA AOCTYN K KOH(PUIypmMpoBaHuio 1
MOHUTOPWHIY TOYKM JOCTYNa,
viewer — nosib3oBaTte/b C Takoi posbio ByAeT MMETb AOCTYM TOMNbKO K MOHUTOPUHIY TOYKM AOCTynNa.

JoGaBneHne HOBbIX NONIb30BaTeNei

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# user

WEP-30L(config):/authentication/user# add userX (rae userX — ¥Msi HOBOI YYeTHOW 3anucu. 18 yaaneHns
ncnosnb3ynte komaHay del)

WEP-30L(config):/authentication/user# userX

WEP-30L(config):/authentication/user/userX# login userX (rae userX — 1Msi HOBOI YYETHOI 3armncu)
WEP-30L(config):/authentication/user/userX# password <Maponb gnsa y4yeTHoi 3anucu userX> (0T 1 10 64
CVIMBOJ10B, BK/1t0HYas NaTtuHcKne BykBbl U LUGIPbI)

WEP-30L(config):/authentication/user/userX# role admin (no/sib30BaTeNto BbIAAKTCA Npasa Ha
KOHGoUrypupoBaHue. Bo3aMoXHOe 3HauyeHne viewer — y4eTHOl 3anncu 6yaeTt 40CTYNeH ToNbKO
MOHWUTOPWHT)

WEP-30L(config):/authentication/user/userX# save (coxpaHeHve HacTpoek)
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Ansa ayteHTudmkauum yepes RADIUS-cepBep HEO6X04MMO HAaCTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WEP-30L
WEP-30L

root):/# configure

config):/# authentication

WEP-30L(config):/authentication# radius

WEP-30L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WEP-30L(config):/authentication/radius# auth-port X (rie X — nopt RADIUS-cepBepa, KOTOPbLIA NCMNO/b3YETCA
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxumio: 1812)

WEP-30L(config):/authentication/radius# auth-password secret (e secret — ko4 7159 RADIUS-cepBepa,
MCNO/b3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WEP-30L(config):/authentication/radius# exit

WEP-30L(config):/authentication# radius-auth true (BritoueHne pexuma ayteHTudmkaLmm Yepes RADIUS-
cepsep. Ana otkioyeHnsa seeguTe false)

WEP-30L(config):/authentication# save (CoxpaHeHne HacTpoek)

—_— e~ o~ —

o Mpu ayteHTUdmkaumm yepes RADIUS-cepBep He06x0AMMO 0653aTeNbHO Co34aThb JIOKa/IbHYHO YHETHYHO
3anucb, kotopas byaeT aHasiornMyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyyae ecnn RADIUS-cepBep okaxXeTcsa HeAO0CTYNEH, ayTEHTUAINKALMSI NPOAAET NO SIOKasIbHOW
YYETHOI 3anuncu.

6.12.5 HacTtpolika gatbl 1 BpeMeHu

KoMaHAbl AN HACTPOIiKM CUHXPOHU3aLMU BpeMeHu ¢ cepBepomM NTP

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1toueHVe pexrma paboTtel ¢ NTP)

config):/date-time# ntp

WEP-30L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBKa NTP-cepsepa)
WEP-30L(config):/date-time/ntp# alt-servers (ycTaHoBKa A0MOSHUTENBHBLIX NTP-cepBepoB)
WEP-30L(config):/date-time/ntp/alt-servers# add <[lomeHHOe nms/IP-agpec NTP-cepBepa B
KOHdrypauumn> (cosgaHme pasgena KoHgurypaunum gononHutensHoro NTP-cepeepa. MakcumasibHoe
KO/IMYecCTBO: 8. 19 yaanieHns ncnosb3yinte komaHay del)

WEP-30L(config):/date-time/ntp/alt-servers# exit

WEP-30L(config):/date-time/ntptexit

WEP-30L(config):/date-time# common

WEP-30L(config):/date-time/commoni# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBka BpemMeHHO
30HbI)

WEP-30L(config):/date-time/common# save (CoxpaHeH/e HacTpoek)

—~ o~~~ —~ —
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6.12.6 [ononHuTe NbHblE HACTPOWKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/systemi global-station-isolation true (Bx/it0ueHne r106a71bHO n30NALMN Tpadmnka
Mexay KnmeHTamu pasHbix VAP 1 pasHbIX paanonHTepdieincos. na oTkaoueHns seeauTte false)
WEP-30Lconfig):/system# save (coxpaHeHne HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# hostname WEP-30L_room2 (re WEP-30L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET coaepXaTb OT 1 A0 63 CUMBOJIOB: /TATMHCKME 3ar/iaBHble U CTPOYHbIE OYKBbI, LUAIPbI,
3HaK gednc «-» (aedpmnc He MOXET ObITb NOC/eAHNUM CUMBO/IOM B MeHM). Mo ymonyaHunio: WEP-30L)
WEP-30L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# ap-location ap.test.root (i ap.test.root — fomMeH y3na gepesa yCTPONCTB
cucTeMbl ynpasiieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WEP-30L(config):/system# save (coxpaHeH/e HacTpoek)

N3meHeHue Radius NAS-ID

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# nas-id Lenina_1.Novovsibirsk.root (r7e Lenina_1.Novovsibirsk.root —
noeHTuduKaTop AaHHOW Toukn gocTyna. MapameTp npegHasHavyeH a1a naeHTudmkaumm ycTpocTea Ha
RADIUS-cepBepe, B criydae ecniv RADIUS oxngaeT 3HaveHne, oTinyHoe oT MAC-agpeca. Mo ymonyaHuio:
MAC-agpec TOYKM AocTyna)

WEP-30L(config):/system# save (CoxpaHeHVe HacTpoek)
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HacTtpoiika LLDP

WEP-30L(root):/# configure

WEP-30L(config):/# Wldp

WEP-30L(config):/lldp# enabled true (Bk/toueHve pyHkLumoHana LLDP. nsa oTkntoveHns seeguTe false. Mo
YMO/14aHuIo: true)

WEP-30L(config):/lldp# tx-interval X (rae X — nameHeHve nepvoga otnpasku LLDP-coo6LieHnin. BO3MOXHble
3HauveHus: 1-86400. o ymonyaHuio: 30)

WEP-30L(config):/lldp# system-name WEP-30L_reserv (r1e WEP-30L_reserv — HOBOe nms ycTporicTaa. o
ymoyaHmo: WEP-30L)

WEP-30L(config):/lldp# save (coxpaHeHne HacTpoek)

N3meHeHue napond

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# admin-password newpassword (1€ newpassword — HOBbIA Naposb A5
BXOa B CUCTEMY TOYKM AocTyna. o ymosiyaHuio: password)

WEP-30L(config):/authentication# save (coxpaHeHve HacTpoek)

6.13 HacTpolika napameTpoB NOpTasibHOM aBTOpM3aLmm

HacTpolika napaMeTpoB nopTasnbHOIi aBTOpU3aLun

WEP-30L(root):/# configure

WEP-30L(config):/# captive-portal

WEP-30L(config):/captive-portal# ap-ip-alias <[loMeHHO€e UMSA> ([O0MEeHHOe NMS, Ha KOTopoe ByaeT
coBepLuaTbCs NnepeHanpasieHne KAMeHToB. o ymonyaHuto: redirect.loc)
WEP-30L(config):/captive-portal# tinyproxy-https true (Bx/1t0ueHVe nepeHanpaseHns KINeHToB Mo
npoTtokony HTTPS. [ins nepeHanpasneHuns no npotokony HTTP BeeauTe false. o ymonuyaHuto: false)
WEP-30L(config):/captive-portal# save (CoxpaHeHne HacTpoek)

© DNS-3anpoc JoMeHHOro UMeHH, ykasaHHoro B ap-ip-alias, 6yaeT nepexaaueH ToUKoii gocTyna. Ha atot
3anpoc 6yAeT OTNpaB/ieEH OTBET, U B OTBETE OyAeT IP-aapec ToUkM gocTyna.
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HacTtpoiika umeH napaMeTpoB, NepegaBaeMbiX Be6-cepBepoM aBToOpM3aLun

WEP-30L(root):/# configure

WEP-30L(config):/# captive-portal

WEP-30L(config):/captive-portal# web-redirector

WEP-30L(config):/captive-portal/web-redirector# param-names
WEP-30L(config):/captive-portal/web-redirector/param-namest# redirect_url original_url (HacTpoiika nveHu
napameTpa, CoAepXaLlero MCXoAHbIn URL, 3anpoLUeHHbI KAMeHTOM. KNneHT ByaeT nepeagpecoBaH Ha
AaHHbIA URL B crlyvae ycneLuHo aBTopusanmn)
WEP-30L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHu
napametpa, cogepxawiero URL, Kyaa 6yaeT nepeagpecoBaH K/IMEHT B C/lyvae OLLIMOKM aBTopm3aLmmn)
WEP-30L(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napameTpa, CoAepXallero /I0r1MH ANs KAneHTa)
WEP-30L(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CogepXaLlero naposb ANs KNnNeHTa)
WEP-30L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHne HacTpoek)

o HacTpoiika Hy>Ha, ecnvm nveHa napameTtpos B oTBeTe http ¢ kogom 302 otnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLMXCA TOYKOIN focTyna.

© B 3HaueHusx napameTpos redirect_url, error_url, username, password Mo)HO 1CNo/Mb30BaTb TOMLKO
natuHuLy n6oro perncTpa, a Takke cumeosbl S\-_.1*'() anuHoii ot 0 Ao 255 cMMBO/IOB.

HacTtpoiika aganTMBHOroO pexxmmMma paéoTbl NOPTa/IbHOI aBTOpU3aLun

WEP-30L(root):/# configure

WEP-30L(config):/# captive-portal

WEP-30L(config):/captive-portal# web-redirector

WEP-30L(config):/captive-portal/web-redirector# captive-adaptive true (Bx/il0oueHne afanTvBHOIO pexnma
paboTbl NOPTas/IbHOWN aBTOpM3aLmMn Ansa ycTporcTB i0S. Ans oTktodeHnsa seeauTe false. Mo ymonyaHuio:
false)

WEP-30L(config):/captive-portal/web-redirector# save (coxpaHeHne HacTpoek)

© Mpu BkNKOUEHHOM ajaNTYBHOM pPeX1Me pPa6oTbl NPU CBOPAUYMBAHUM OKHA aBTOpU3ALMN Ha
ycTpoiictBax iOS pa3pbiBa COeAUHEHNS MPOUCXOANTb HE OyAET.
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HacTtpoiika npaBun ipv4-acl

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# acl

config):/acl# ipv4

config):/acl/ipva# add ipv4_list (cozpaHve crnincka ACL npaswusi)

config):/acl/ipva# ipva_list

config):/acl/ipv4/ipv4_list# entry

WEP-30L(config):/acl/ipv4/ipv4_list/entry# add 0 (cozpaHve ACL npaswuia)
WEP-30L(config):/acl/ipv4/ipv4_list/entry# 0

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# action permit (ykasaHue fericTeus /s npasuna. BosmoxHble
BapuaHTbl: permit — paspelnTb, deny — 3aNpeTUTb)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpoiika pexxuma padboTsl NPOTOKO/a, N0
KoTopoMy OyaeT oTpabaTtbiBaTb NpPaBuni0. Bo3aMOXHbIE 3HAYEHMS: any — /110601 NPOTOKO/, value —
KOHKPETHbIA NPOTOKON)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BbI60p NpoToKona. BO3MOXHbIe 3Ha4eHus: gre,
icmp, igmp, tcp, udp)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# src-port-start X (r1e X — Haya/ibHbIA NOPT UCTOYHMKA)
WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# src-port-end X (e X — KOHEYHbIA MOPT NCTOUHNKA.
cnonb3yeTca ToMbKO Ans src-port-mode range)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpolika pexrma uisTpauum NCTOUHMKA.
Bo3MoxHble BapnaHTbl: any — 110601 UCTOYHMK, host — dounbTpauusa no agpecy xocra, network —
domneTpayms rno agpecy cetu)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# src-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa NCTOYHNKA)
WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# src-mask X.X.X.X (rae X.X.X.X — mMacka nofcety xocra
MCTOYHUKA)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# src-port-mode any (HacTporika pexuma paboTsl nopra
NCTOYHMKA. BO3MOXHbIE 3HAYeHUsI: any — /10601 pexnm, eq — paBHo, gt — 6osbLue, lt — MeHbLUe, neq — He
paBHO, range — Avanas3oH NopToB)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# dst-mode host (HacTpolika pexvmva uistpaumy HasHayveHus. B
03MOXHbI€ BapuaHTbl: any — 060 MCTOUHUK, host — domnbTpalms no agpecy xocta, network —
domnbTpayms rno agpecy cetu)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# dst-ip X.X.X.X (rae X.X.X.X — [P-agpec xocTa HazHavyeHns )
WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rze X.X.X.X — macka nofceTtn xocta
Ha3Ha4YeHus)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-mode any (HacTpoiika pexvma paboTsl nopra
HasHavyeHus. Bo3MOXHble 3Ha4YeHUs: any —/1t0601 pexnm, eq — paBHo, gt — 6o/bLue, lt — MeHbLUe, neq —
He paBHO, range — AiMana3oH NopToB)

WEP-30L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-start X (r1e X — Hauya/ibHbIA NOPT HazHa4YeHns)
WEP-30L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (re X — KOHEYHbLIV NOPT Ha3HAYEHUS.
Vicnonb3yetcsa Tonbko Ana dst-port-mode range)

WEP-30L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# save (coxpaHeHne HacTpoek)

—_~ e~~~ o~~~
—_— = o = ==
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HacTpoiika npasun url-acl

WEP-30L(root):/# configure

WEP-30L(config):/# acl

WEP-30L(config):/acl# url

WEP-30L(config):/acl/url# add url_list (cozgaHve cnucka ACL npasu)

WEP-30L(config):/acl/url# url_list

WEP-30L(config):/acl/url/url_list# action permit (ykazaHne gericteusa o1a cnucka. BosMoxHble BapyaHThbl:
permit — paspelnTs, deny — 3anpetnTsb)

WEP-30L(config):/acl/url/url_list# entry

WEP-30L(config):/acl/url/url_list/entry# add 0 (co3gaHne ACL npasua)
WEP-30L(config):/acl/url/url_list/entry# 0

WEP-30L(config):/acl/url/url_list/entry/0# domain <[JoMeHHOEe UMSA> (yKasaHve LoMeHa U PerynspHoro
BblpaXkeHus)

WEP-30L(config):/acl/url/url_list/entry/0# save (coxpaHeHne HacTpoek)

6.13.1 ¥YnpaBrieHue nopTasibHbIM CEPTUCMKATOM

3arpyska cepTudukara gna pegupekra no HTTPS no tftp

WEP-30L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue daiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptucpmkarta ans pegupekta no HTTPS no http

WEP-30L(root):/# manage-certificates portal upload http <URL gnsa ckaumBaHusa caiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTtupaHue cepTudukara

WEP-30L(root):/# manage-certificates portal erase

6.14 HacTtpolika cepsuca APB

Cepsuc APB ncnonb3yeTcs 41 o6ecneyeHunsi NopTasibHOro poyMuHra KIMeHToB MeXay Toukamu 4oCcTyna,
NOAK/THOYEHHBIMUN K CEPBUCY.

KomaHgb! AnsA HacTpoiiku cepBuca APB

WEP-30L
WEP-30L

root):/# configure

config):/# captive-portal

WEP-30L(config):/captive-portal# apbd

WEP-30L(config):/captive-portal/apbd# roam_service_url <Aapec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-30L(config):/captive-portal/apbd# enabled true (Bx/it0oueHne cepsrca APB. [1n5 OTKII04EHNs BBEAUTE
false)

WEP-30L(config):/captive-portal/apbd# save (coxpaHeHne HacTpoek)

—_ e~~~
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6.15 HacTtpolika DAS-cepBepa

®yHkumoHan DAS-cepBepa obecneuvBaeT 06paboTKy 3anpocoB AnHamuyeckoi asTopusaumm RADIUS Toukamum
Joctyna

KomaHabl ans HacTpoiiku DAS-cepBepa

WEP-30L(root):/# configure

WEP-30L(config):/# das-server

WEP-30L(config):/das-server# enabled true (Bk/ioueHne DAS-cepsepa. [1ns oTkoyeHns seegmnTe false)
WEP-30L(config):/das-server# port X (rae X — nopt DAS-cepgepa. Mo ymonyaHuto: 3799)
WEP-30L(config):/das-server# auth-password secret (r7e secret — naposis 19 DAS-cepBepa, UCnosb3yercs
npu wndpposaHum RADIUS-3anpocoB)

WEP-30L(config):/das-server# save (CoxpaHeHne HacTpoek)

6.16 YnpasneHue nHgukauunen

KomaHabl Ans ynpaBneHust UHAuKauuei

WEP-30L(root):/# configure

WEP-30L(config):/# led-manager

WEP-30L(config):/leg-manageri# enable-led only-wlan (napaverp, oTBevaroLmnii 3a BKIKYEHNE/OTKIIOHEHNE
nHavkatopa Power. MOXeT NpuHUMaTh 3Ha4YeHus: only-wlan — nHamkaTop Power BbIK/IHOYEH, UHAMKATOPbI
wlan pa6oratoT; all — Bce nHaukaropbl paboTatoT. 3HavyeHve no ymonyanutio: all)
WEP-30L(config):/leg-manager# save (CoxpaHeHne HacTpoek)

6.17 HacTtpoiika MmeHepkepa NacCUBHOIO CKaHMPOBAaHWNSA PafMO0KPYXEHUA

[nsi ocyLlecTBNEHMS MOCTOSTHHOTO CKaHMPOBaHMSA Ha TOYKe A0CTYNna, HE06X0AMMO HACTPOUTL MEHEMKEP
naccuBHOro ckaHnpoBaHus "scand".

KomaHabl Ans HacTpoiiku scand

WEP-30L(root):/# configure

WEP-30L(config):/# scand

WEP-30L(config):/scand# neighbor-scan

WEP-30L(config):/scand/neighbor-scan# neighbor-scan-enabled true (Bk/1t04eHVE NOCTOAHHOIO
CKaHupoBaHwus. s oTknoveHust BBeanTe false)

WEP-30L(config):/scand/neighbor-scan# save (coxpaHeHune HacTpoek)
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6.18 MOHUTOPUHT

6.18.1 Wi-Fi knneHTbl

WEP-30L(root):/# monitoring associated-clients

index
hw-addr
interface
rfid

wid

band
state
ssid
vlan-id
ip-addr
frequency
channel
hostname
username
domain

dhcp-request-status

authorized

captive-portal-vap

enterprise-vap
radius-mac-auth
portal-auth

portal-auth-time

wlan-auth-type

wlan-auth-status

wlan-auth-time
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi
max-rssi-1
max-rssi-2
max-rss-i

snr-1

snr-2

snr

noise-1
noise-2

noise

tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

mfp
wireless-mode

0

68:13:E2:XX XX XX

wlanl-va0
1
0
5

ASSOC SLEEP AUTH_SUCCESS

WEP-30L_5GHz
100
192.168.1.15
5200

40

client
TOXXXXXXXXX
root
obtained
true

true

false
not-required
authorized
00:03:57
Open
authorized
00:04:27
227

0

71

1801

-35

-42

-42

-31

-40

-31

38

38

38

-73

-80

-73

HE NSS2 MCS10 SGI 258.1
HE NSS2 MCS9 MGI 216.7

20M

20M

20M
00:04:27
false

ax
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perftest-capable | false

link-quality | 95

link-quality-common | 95

tx-retry-ratio | 14

actual-tx-rate | 745

actual-rx-rate | 112

shaped-rx-rate | 111

actual-tx-pps | 33

actual-rx-pps | 45

shaped-rx-pps | 60

link-capacity | 78

multicast-groups-count | 1

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

name | ©
Counter Transmitted Received
Total Packets: 1997 964
TX success: 100
Total Bytes: 2071963 367428
Data Packets: 1989 957
Data Bytes: 2071530 367197
Mgmt Packets: 8 7
Mgmt Bytes: 433 231
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0

Rate Transmitted Received
he-nss2-mcs4 0 | 0% 2
he-nss2-mcs6 0 | 0% 116
he-nss2-mcs7 46 | 2% 73
he-nss2-mcs8 224 | 119% 242
he-nss2-mcs9 455 | 22% 432
he-nss2-mcs10 458 | 23% 77
he-nss2-mcsll 806 | 40% 15

Multicast groups:
MAC IP

01:00:5E:00:00:FB XXX.0.0.251

111



PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

6.18.2 BbecnpoBOAHON KaHaU

WEP-30L(root):/# monitoring wireless-peer

index | ©
hw-addr | 68:13:E2:xX:XX:XX
interface | wlanl
band | 5
state | ASSOC STATION
frequency | 5200
rssi-1 | -40
rssi-2 | -43
snr-1 | 36
snr-2 | 36
noise-1 | -76
noise-2 | -79
tx-rate | HE NSS2 MCS9 SGI 229.4
rx-rate | HE NSS2 MCS9 SGI 229.4
tx-bw | 26M
rx—bw | 26M
uptime | 00:03:26
I

wireless—-mode ax

6.18.3 WDS

monitoring wds-entries <mac-agpec BCTpeuHoli TOUKM A0CTyna 1> ... <mac-afjpec BCTPEUHOW TOUKU
poctyna N> filter <napameTp 1> ... <napameTp N>,

rae <mac-afpec BCTPEUHOI ToUKM AocTyna 1> ... <mac-afpec BCTPeUHOI ToUKK AocTyna N> — mac-agpeca
BCTPEUHbIX TOUYEK [JOCTYNa, C KOTOPbIMM NOCTPOEHLI WDS-MOCTbI. [1711 TOr0, UTO6b! BbIBECTU MHCpOPMALNIO
Mo BCeM BCTPEeUHbIM TOUKaM BBEAUTE BMECTO <mac-afjpeca BCTPEeYHOii Touku gocTyna> all;

filter — cneunasibHoe C/10BO, NOC/1E KOTOPOro yKa3biBalOTCA nNapamMmeTpbl MOHUTOPUHTA, Heo6xop,vnv|b|e
Ana BbiBOAA Mo O,D,HOI7I NN HECKOJIbKUM BCTPEYHbLIM TOYKaM A0CTyna,

<napamertp 1> ... <napameTp N> — napameTp/napamMeTpbl MOHUTOPVHra, HEOGX0AMMbIE /1 BbiBOAA MO
O/1HOW NN HECKOMBKUM BCTPEYHLIM TOUKaM [0oCTyna.

[nsi BbIBOAA CNMCKa TOYEK AOCTYNa, C KOTOpPbIMK NocTpoeHbl WDS-MOCTbI, HaxXMuTe nocne monitoring wds-
entries knasuwy Tab.

WEP-30L(root):/# monitoring wds-entries <Tab>

e8:28:c1:d1:43:15
e8:28:cl:da:cbh:80
all
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[na nonyyeHna cnicka napamMeTpoB MOHUTOPUHIa nocne filter HaxmuTe Knasuily Tab.

WEP-30L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBog MH(hopMaLMm No BCeM BCTPEUYHbIM TOUKaM AoCTyna

WEP-30L(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

index (0]

hw-addr e8:28:c1:d1:43:15
interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ssid

ip-addr 192.168.1.15
frequency 5240

channel 48

dhcp-request-status
radius-mac-auth
portal-auth

not requested
not-required
not-required

|

|

|

|

|

|

|

|

|

|

|

|

|

|
wlan-auth-type | Open
wlan-auth-status | pending
wlan-auth-time | N/A
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -30
rssi-2 | -30
rssi | -30
max-rssi-1 | -21
max-rssi-2 | -17
max-rssi | -17
snr-1 | 38
snr-2 | 38
snr | 38
noise-1 | -68
noise-2 | -68
noise | -68
tx-rate | HE NSS2 MCS11 SGI 286.8
rx-rate | HE NSS2 MCS7 SGI 172.1
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 20M
uptime | 00:04:22
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 100
link-quality-common | 100
tx-retry-ratio | ©
actual-tx-rate | ©
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 1
actual-rx-pps | ©
shaped-rx-pps | ©
link-capacity | 100
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multicast-groups-count | ©

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

name | ©

Counter Transmitted Received
Total Packets: 307 2621

TX success: 100

Total Bytes: 24496 740774

Data Packets: 251 25

Data Bytes: 13384 3216

Mgmt Packets: 56 2596

Mgmt Bytes: 11112 737558

Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

ofdmé 0 | 0% 4 | 16%
he-nssl-mcs4 11 | 4% 4 |  16%
he-nss2-mcs3 5 | 1% 4 |  16%
he-nss2-mcs4 4 | 1% 4 |  16%
he-nss2-mcs5 4 | 1% 4 |  16%
he-nss2-mcs6 6 | 2% 4 |  16%
he-nss2-mcs7 5 | 1% 1 | 4%
he-nss2-mcs8 9 | 3% 0 | 0%
he-nss2-mcs9 5 | 1% 0 | 0%
he-nss2-mcs10 6 | 2% 0 | 0%
he-nss2-mcsll 196 | 78% 0 | 0%

Multicast groups: none
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BbiBog, MHhopMaLMn NO OA4HOW U HECKOSIbKUM BCTPEUYHbIM TOUKaM AOCTyna

WEP-30L(root):/# monitoring wds-entries e8:28:c1:da:cb:80 (eCTb BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-
ajpecos, Harnpumep, monitoring wds-entries e8:28:c1:da:ch:80 8:28:¢1:d1:43:15)

index (0]

hw-addr e8:28:cl:da:cb:80
interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ssid

ip-addr 192.168.1.20
frequency 5240

channel 48

dhcp-request-status
radius-mac-auth
portal-auth

not requested
not-required
not-required

|

|

|

|

|

|

|

|

|

|

|

|

|

|
wlan-auth-type | Open
wlan-auth-status | pending
wlan-auth-time | N/A
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -30
rssi-2 | -29
rssi | -30
max-rssi-1 | -21
max-rssi-2 | -17
max-rssi | -17
snr-1 | 38
snr-2 | 38
snr | 38
noise-1 | -68
noise-2 | -67
noise | -67
tx-rate | HE NSS2 MCS11 SGI 286.8
rx-rate | HE NSS2 MCS7 SGI 172.1
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 20M
uptime | 00:05:28
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 100
link-quality-common | 100
tx-retry-ratio | ©
actual-tx-rate | ©
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 1
actual-rx-pps | ©
shaped-rx-pps | ©
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link-capacity | 100

multicast-groups-count | ©

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

name | ©

Counter Transmitted Received
Total Packets: 307 2621

TX success: 100

Total Bytes: 24496 740774

Data Packets: 251 25

Data Bytes: 13384 3216

Mgmt Packets: 56 2596

Mgmt Bytes: 11112 737558

Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

ofdmé 0 | 0% 4 | 16%
he-nssl-mcs4 11 | 4% 4 |  16%
he-nss2-mcs3 5 | 1% 4 |  16%
he-nss2-mcs4 4 | 1% 4 |  16%
he-nss2-mcs5 4 | 1% 4 |  16%
he-nss2-mcs6 6 | 2% 4 |  16%
he-nss2-mcs7 5 | 1% 1 | 4%
he-nss2-mcs8 9 | 3% 0 | 0%
he-nss2-mcs9 5 | 1% 0 | 0%
he-nss2-mcs10 6 | 2% 0 | 0%
he-nss2-mcsll 196 | 78% 0 | 0%

Multicast groups: none
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dunbTpayus napameTpoB MOHUTOPUHTA

WEP-30L(root):/# monitoring wds-entries e8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate uptime (
BbIBOJ, OFPaHNYEHHOI0 KONMYEeCTBa NapamMeTpoB MOHUTOPMHIA NO ONpeaeneHHoM ToUke gocTtyna. EcTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-aZlpecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 192.168.1.15

tx-rate | HE NSS2 MCS11 SGI 286.8
rx-rate | HE NSS2 MCS7 SGI 172.1
uptime | 00:06:32

WEP-30L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode (B-180/]
OrpaHNYEHHOro KoMMyecTsa NnapameTpoB MOHUTOPUHIA NO BCEM TOUKaM A0CTyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -30

rssi-2 | -30

wireless-mode | ax

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -30

rssi-2 | -29

wireless-mode | ax
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6.18.4 WNHhopmaumsa o6 ycTpoincTee

WEP-30L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WEP-30L

2.8.0 build X
2.8.0 build X
2.1.0 build X

43

137

104

241

9.5

6.70

false

Eltex

Access Point
WEP-30L

WEP-30L
68:13:E2:xX XX XX
68:13:E2:xX XX XX
WPXXXXXXXX

1v2

false

false

firmware update
false
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6.18.5 VHbopmaLmsa o cepTudamkarax

WEP-30L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:e2:XxX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true
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issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: F801COA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.*x/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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6.18.6 CeteBas UHpopmaums

WEP-30L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-30L(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-30L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-30L(root):/# monitoring route
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Destination Gateway
0.0.0.0 192.168.1.1
192.168.1.0 0.0.0.0

WEP-30L(root):/# monitoring lldp

0.0.0.0
255.255.255.0

Port ID

Flags Interface
UG bro
u bro
System Name Capabilities TTL
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6.18.7 becnpoBoaHble MHTEpPEChI
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WEP-30L(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power

connection status
operation mode
noise-1

noise-2

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

name
rfid

status

band

hwaddr

tx-power

connection status
operation mode
noise-1

noise-2

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

wlano

(0]

on

2.4 GHz
68:13:E2:xX XX XX
16 dBm

AP mode

vap

-67 dBm

-67 dBm

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50

1 (0] 1 1 2 8 15 11 18
79%
0%
2%
T7%
95%
19%
11%
6
2437 MHz
20 MHz
b/g/n/ax
43

wlanl

1

on

5 GHz
68:13:E2: XX XX XX
19 dBm

AP mode

vap

-81 dBm

-81 dBm

18

11

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50

28 4 2 3 5 4 15 13 2
12%
0%
0%
12%
55%
45%
0%
36
5180 MHz
20 MHz
a/n/ac/ax
40

3

3

-1
12

-1
8
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6.18.8 XKypHan cobbITuii

WEP-30L(root):/# monitoring events

Jan 1 03:00:10 WEP-30L daemon.info syslogd[1018]: started: BusyBox v1.21.1

Jan 1 03:00:12 WEP-30L daemon.info configd[1031]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-30L daemon.info networkd[1061]: Networkd started

Jan 1 03:01:17 WEP-30L daemon.info networkd[1061]: DHCP-client: Interface br® obtained
lease on 192.168.1.15.

Oct 29 05:28:57 WEP-30L daemon.info configd[1031]: The AP running configuration was updated
successfully by admin

Oct 29 05:28:59 WEP-30L daemon.info configd[1031]: The AP startup configuration was updated
successfully by admin

Oct 29 05:30:25 WEP-30L daemon.info monitord[1190]: event: 'authenticated' mac:
6E:BB:0A:xx:xX:xX ssid: '"WEP-30L_5GHz' dinterface: wlanl-va® channel: 48 rssi-1: -64 rssi-2:
-62 location: 'root' auth-method: 'Open' captive-portal: 'disabled'

Oct 29 05:30:25 WEP-30L daemon.info monitord[1190]: event: 'IP address was updated by DHCP
packet' dp: 192.168.1.20 mac: 6E:BB:0OA:xx:xx:xx ssid: 'WEP-30L_5GHz' {interface: wlanl-va0
channel: 48 rssi-1: -63 rssi-2: -65 location: 'root' reason: 0
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€@ Bo Bpems ocylLECTBNEHNS aKTUBHOTO CKaHMPOBaHUs acupa paavouHTepdeiic ycTpoiicTea GyaeT
OTK/IFOYEH, UTO NMPUBELET K HEBO3MOXHOCTY nepefayun gaHHbix Ao Wi-Fi knneHToB BO Bpems

CKaHMpoOBaHUA.

AKTUBHOE CKaHUpoBaHue 3chupa

‘WEP-30L(root):/# monitoring scan-wifi

Security
wpa/wpa2-1x
wpa2-1x
wpaz

wpaz2
wpa2/wpa3-1x
off

off

off

wpaz-1x
wpa2/wpa3-1x
off

wpa2
wpa/wpa2
off

wpa2-1x
wpa/wpa2-1x
wpa2

off

wpaz2

off

MaccuBHOe ckaHUpoBaHue ahupa

MpeaBapuTensHO HEO6XO,£I,I/IMO BKHOUYUTb MeHEKeEP NacCUBHOINO CKaHMPOBaHNA PaaNOOKPYXEHUA.

WEP-30L(root):/# monitoring neighbor-ap

SSID Security Mode

Qpen

OWE

WPA2
WPA/WPAZ
WPA3
WPA3_1X
WPA2
WPA3
WPAZ_1X
Open
WPA2/WPA3
WPA3
Qpen
Open
WPA2/WPA3
WPA2_1X
WPAZ
Open
Open
WPA2_1X
WPAZ_1X
WPAZ_1X
WPA/WPA2
WPA2
WPA2_1X
WPAZ_1X
WPAZ
WPA2_1X
WPAZ
WPAZ_1X
Open

Channel

Channel RSSI, dBm
11 -45
] -46
11 -47
[ -43
[ -49
af} -5e
11 -51
1l =53
] -G53
44 -38
43 -38
36 -39
48 -4a
36 -41
44 -41
43 -41
48 -42
44 -42
44 -43
40 -5@

RSSI, dBm

Bandwidth, MHz

Bandwidth, MHz

20
20
28
20
20
20
28
28
20
20
20
28
20
20
20
20
80
28
80
20

Last seen time
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6.18.10 CnekTpoaHasmsaTop

CnekTpoaHanM3aTop npefocTaBnaeT MHpopmMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPOUCXOAUT OTK/IIOUEHNE BCEX KIMEHTOB OT TOUKM JOocTyna.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnexTpoaHannsaTop NPoU3BOAMT aHANN3 BCEX KaHA/IOB Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
paagnounHTepdeiice.
C 60nee noapo6HOIi MHGhoOpMaLMEn O HACTPOiike paanonHTepdgeica Yepes CLI MOXHO
03HaKOMUTbCA B pasgene «Hactpoikn Radio».

WEP-30L(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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6.19 MMonyyeHune oTNago4HoOM nHhopmaumm

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WEP-30L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1alo4HbIe AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny TFTP:

WEP-30L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny SCP:

scp <Monb3oBarenb>@<IP-agpec Toukn gocrtyna>:troubleshooting.tar.gz
troubleshooting.tar.gz (nprmep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.
[aHHas komaHga BbinosiHaeTca Ha cepsepe/TK)
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7 BcnomoratenbHble YyTUANTBI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nNakeTa Ha KaxaoMm y3ne.

KomaHga 3anycka TpaccCupoBKu

WEP-30L(root):/# traceroute <recTUpyemblii XOCT>

Mpumep ncnonb3oBaHUA

WEP-30L(root):/# traceroute eltex-co.ru

7.2 Ytnnuta tcpdump
Ytnnuta tcpdump NO3BOJIAET 3aXBaTblBaTb MakeTbl HA yKa3aHHOM I/IHTGpd)GVICG.

MonyunTb NoAckasky no padoTe ¢ YTUAUTOM MOXHO KOMaHAoM:

WEP-30L(config):/# tcpdump --help

7.2.1 3axsar Tpachmka c aKTMBHOIO MHTepdenca

3axsat naketoB Ethernet-uHtepdelica.
WEP-30L(root):/# tcpdump -i eth0
3axsat naketoB Ethernet-nHtepdpeliica ¢ coxpaHeHnem B chaiin.

WEP-30L(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

7.2.2 CHudpep adhupa

© Ha Touke gocTyna fomkeH 6bITb BKIOYEH No6oii VAP B TOM AnanasoHe, 0TKya Heo6XoanMo
3axBaTbiBaTh TPAUK.

Heobxoanmo BKNKUYUTL crelmasbHblil UHTEPMEIC, KOTOPbIA yiaBnmMBaeT nakeTbl U3 ahupa, Ha paboyem
KaHane TouYku goctyna.
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KomaHAab!

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# radioX (117 gnanasona 2.4 [T — radio0, 1715 5 T, — radiol)
WEP-30L(config):/interface/radioX# common

WEP-30L(config):/interface/radioX/common# enabled true

3axBat naketoB admpa Ha radio0-nHTepdeiice.
WEP-30L(root):/# tcpdump -i radio0
3axsaTt naketoB admpa Ha radio0-nHTepdpelice ¢ coxpaHeHnem B dhaiisn.

WEP-30L(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

7.2.3 HacTpoiika yaaneHHoi 3anicu gamna tpaduka

B pasgene remote-capture BbINOMHAETCA yAaNieHHada 3anvcb gamna Tpaduka.
Touka gocTyna nogaepxmsaet npotokon RPCAP, no3sonsoLwmii NponsBoanTb 3anMck gamna Tpadumka c
NHTepdieica ycTpoinCcTBa Ha yAa/IeHHOM MallnHe B peXmnme OHNalH.

© /15 ypanéuHoro 3axeara NakeToB ¢ pavonHTepdeiicoB He06GX0AMMO NOAHATL MHTepdelickl radiol 1/
nnu radiol 13 npeabigyLLero nyHKTa.

KomaHabl Ansi HACTPOIiKM remote-capture

WEP-30L(root):/# configure

WEP-30L(config):/# remote-capture

WEP-30L(config):/remote-capture# enabled true (true — BkntoveHne. [Ans otknoveHns seeaute false)
WEP-30L(config):/remote-capture# disable-authentication true (onuusa no3sonseT oTKIUNTL TpeboBaHne
ayTeHTudmkaumm npu go6aBneHnn yaaneHHoro nHtepdieinca Ha yaaneHHom xocTe. o ymonyaHuio: false
— ayTeHTUdMKauua 3anpatlvsaercs)

WEP-30L(config):/remote-capture# port 2002 (2002 — HOMep NOPTa, KOTOPbIN CAYXAT A1 NOLKNHOYEHNS
yAANIEHHON MallnHbl. BO3MOXHble 3HaYeHUs: 1025 - 65530. o ymonyaHuio: 2002)
WEP-30L(config):/remote-capture# save (CoxpaHeHne HacTpoek)

[na yaanéHHoro nogktoueHnsa Heobxoammo mcnosns3oBatb RPCAP-npoTokon, ykasath IP-agpec Touku
Aoctyna v nopt. [lna 310ro, Hanpumep, MOXHO ucnosb3oBatb nporpammy Wireshark. 3atem Heob6xogmMmo
NOMYYNTb CMMCOK MHTEPAIECOB AN CHUAIOUHIA OT TOUKM AOCTYNa, BbI6paTb OAMH U3 HUX U 3aNyCTUTb CHATUE
Aamna ¢ yaasieHHOro nitepdelica.

7.2.4 Bbirpy3ska thaiina gamna Tpadmka ¢ TO4KM 4OCTyna Ha cepBep

[laHHas kKomaHAa BbinonHseTcs Ha cepepe/TK.

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:tcpdump.pcap tcpdump.pcap (nprmep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)
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7.3 Ytunuta iperf

[JaHHas yTunmTa ucnosb3yetcs Ans 3anycka noTtoka Tpadmka c OAHOro YCTPOCTBA Ha ApYyroe.
OTnpasnsoLas CTOpoHa Ha3bIBaeTCs KIMEHTOM, NPUHMMAtOLLLAS — CEPBEPOM.

Monyuntb Nofackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WEP-30L(root):/# iperf --help

MprmMep 3anycka NoToka Tpadhmka ¢ ToUkn JOCTyna Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadmka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOpOHY cepBepa

WEP-30L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-aapec cepsepa)
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7.4 HacTtpolika pexuma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

7.4.1 HacTpoiika pagapa c oTnpaBKol AaHHbIX No npotokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHKymnoHana Radar (HTTP/HTTPS)

WEP-30L(root):/# configure

WEP-30L(config):/#radar

WEP-30L(config):/radar# enabled true (BkntoueHne yHkumoHana radar. ns otknoyeHns seeguTe false)
WEP-30L(config):/radar# url http://host:port/service (ykassiBaeTca URL-cCbi/ika Ha cepBuC, KOTOPLIA ByaeT
NpYHMMaTb AaHHble OT To4kM goctyna B JSON-cpopmare. MNepegadva Bo3aMoXxHa no HTTP/HTTPS)
WEP-30L(config):/radar# scan-interface all (rze all — nHTEepderic, Ha koTopom ByaeT paboTaTk
CKaHnpoBaHue. BoaMoxHble 3HaveHus: wlan0 — nHTepdpeiic 2.4 IN'u, wlanl — nHtepdpenc 5 ML, all —
OAHOBPEMEHHO 2.4 Ty, n 5T, Mo ymonyaHuto: all)

WEP-30L(config):/radar# send-interval X (rge X — nHTepBaU1 OTNpaBky AaHHbIX Ha KOIJIEKTOP. BO3MOXHbIe
3HauyeHust: 1-3600. o ymonyaHuio: 5 cekyHAa)

WEP-30L(config):/radar# mac-source"probe data" (rie probe data — BbIGOp TUNa AaHHbIX, cObrpaembIx B
achmpe. Bo3amMoxHble 3HaueHus: probe — TO/IbKO probe request, assoc — TO/bKO assoc, data — TONbKO

data, all — Bce Tunbl naketos. Mo ymonyaHuto: all)

WEP-30L(config):/radar# scan-channel-timeout X (r1e X — Bpewms, Bble/IeHHOe Ha CKaHUpOoBaHve 0fHOro
KaHana. Bo3amoxHble 3HaueHust: 100-60000. Mo ymonyaHumto: 200 Mc)

WEP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (rae 1, 6, 11 — kaHa/lbl /19 CKaHWPOBaHWA B
ananasoHe 2.4 I'Tu. NMycToe 3HaYeHne — CKaHMpPYTCA BCe AOCTYMHbIE KaHaslbl)

WEP-30L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (1/1e 36, 40, 44, 48 — KaHaJIbl /1A
CKaHMpoBaHus B gnanasoHe 5 T, MNycToe 3HaYeHne — CKaHUPYKTCS BCe AOCTYMNHbIE KaHaslbl)
WEP-30L(config):/radar# save (CoxpaHeHne HacTpoek)
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7.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-30L(root):/# configure

WEP-30L(config):/# radar

WEP-30L(config):/radar# url mqtt://host:port/service (ykazsiBaercsa URL-cChI/ika Ha cepBuc, KOTOPLIA ByaeT
npUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-30L(config):/radar# mqtt-username eltex (rze eltex — nvs nons3osarens. Heobxoaumo an1s
aBTopM3aLn Ha cepsrce-KOIEKTopE)

WEP-30L(config):/radar# mqtt-password password (/e password — naposib. Heobxogum 515 asTopusaim
Ha cepBuce-KoJIJIEKTOpE)

WEP-30L(config):/radar# mqtt-topic input_mgqtt_topic (y«ka3sbiBaetcs URL-ugeHTudmnkaTop CyLHOCTEN B
o6MeHe MexXAy TOUYKOW JocTyna v KoniekTopoM no MQTT-npoTokony)

WEP-30L(config):/radar# scan-mode passive (1€ passive — pexxum paboTsl pagapa. BoamoxHbIe 3Ha4eHus:
active — Touka foCTyna TO/IbKO CKaHUpyeT admp 1 He NpeaocTaB/IsieT CEPBUC KIMEeHTaMm; passive — ToUKa
[oCTyna npegocTas/iieT CepBUC KNIMEHTaM, 3Mp He CKaHUpYeT, nepefaeT faHHbIe MO NOAKNHYEHHbIM
KnveHTam. I'lo ymosiyaHuio: active)

WEP-30L(config):/radar# scan-interface all (rze all — nHTEpdelic, Ha kKoTopom ByaeT paboTars
CKaHupoBaHue. BoaMoxHble 3HavyeHus: wlan0 — nHTepdeiic 2.4 I'u, wlanl — nHtepdoeiic 5 ', all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, Mo ymonyanutio: all)

WEP-30L(config):/radar# send-interval X (rge X — nHTepBaU1 OTNpaBky AaHHbIX Ha KOIJIEKTOP. BO3MOXHbIE
3HayeHus:: 1-3600. o ymon4aHuio: 5 cekyHp)

WEP-30L(config):/radar# mac-source"probe data" (rge probe data — BbIGOp TUNa AaHHbIX, cCObMpaembIxX B
adoupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonuyaHuio: all)

WEP-30L(config):/radar# scan-channel-timeout X (r1e X — Bpewms, Bble/IeHHOE Ha CKaHMpOoBaHue O4HOro
KaHasa. BoaMoxHble 3HavyeHust: 100-60000. o ymonyaHuio: 200 Mc)

WEP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (rae 1, 6, 11 — kaHaslbl /19 CKaHUpPOBaHusA B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHble KaHasbl)

WEP-30L(config):/radar# scan-limit-channels-5g "'36 40 44 48" (1 /1e 36, 40, 44, 48 — KaHaJlbl [J15
CKaHupoBaHuA B AnanasoHe 5 . MNMycToe 3Ha4YeHne — CKaHUPYTCS BCE AOCTYMHbIE KaHaslbl)
WEP-30L(config):/radar# scan-min-signal X (r4e X — nopor ypoBHs curHana. Ecnm touka goctyna BuanT
KNIMEeHTa C YPOBHEM HMXEe YKa3aHHOro, To MAC-aZipec K/imeHTa He nepefaeTcs Ha KO/IIEKTOP, U KITUEHT He
cuntaeTcs obHapyXeHHbIM. Bo3MOXHbIe 3HauyeHus: -100-0. Mo ymonyaHuio: 0, oYHKLMOHaUT OTK/TIHOHEH)
WEP-30L(config):/radar# enabled true (BkntoueHne cyHkumoHana radar. Ans otknoyeHns seeguTe false)
WEP-30L(config):/radar# save (coxpaHeHne HacTpoek)
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[ob6asneHo:

2. MNogaepxaHo HoBoe ycTpolicteo WEP-30L-Z
5.7 MeHto «Z-Wave»

5.7.1 MogmeHto «Z-Wave»

6.6 HacTpoiika Z-Wave

Mi3meHeHo:

2.1 HasHaueHue

2.2 XapakTepuCTMKN yCTpoicTBa

2.3 TexHnyeckne napameTpbl yCTpoicTBa

CuHxpoHu3auus ¢ sepcueit MO 2.3.0

[ob6aBneHo:

6.3.2 Hactpoiika VAP c wudgposaHnem OWE

6.3.3 HacTpoiika VAP c wmdposaHmem OWE n OWE Transition Mode
6.8.3 MHbopmaums o cepTudhmkaTax

M3meHeHo:

2.2 XapaKTepuCT1KN yCTpoincTBa

2.3 TexHMYecKMe napameTpbl yCTpoicTBa

5.4.7 MoameHto «NHdopmaunusa 06 ycTponcTee»

5.5.1 NogmeHto «Radio 2.4 Muy»

5.6.2 MogmeHto «VAP»

6.3 HacTpoiika BupTyasibHbIx Touek goctyna Wi-Fi (VAP)
6.3.1 HacTpoiika VAP 6e3 wndgpoBaHus

6.3.4 Hactpoiika VAP c pexumom 6e3zonacHoctn WPA-Personal
6.3.5 HacTpoiika VAP c Enterprise-aBTopusaumneii

6.3.6 HacTpoiika VAP c nopTasibHoli aBTopu3auueii
6.3.7 [JononHuTenoHble HacTpoiku VAP

6.8.2 MIHthopmaumsi 06 ycTpoiicTee
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Bepcus gokymeHTa Aara
BblMycKa

Bepcusa 1.1 09.2023

Bepcusa 1.0 05.2023

Bepcus nporpammHoro obecnevexus 2.8.0

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

CopaepxaHne nsmeHeHui

CwuHxpoHusaums ¢ sepcueli MO 2.2.0
[ob6asneHo:

5.8.2 NMogmeHio «AirTune»

6.6.4 HacTpoiika pexuma ayTeHTudukaumm

M3meHeHo:

2.3 TexHMYeckMe napameTpbl yCTpoicTBa
5.4.2 MoameHto «CTaTtucTmka no Tpadmky»
5.5 MeHto «Radio»

5.6.2 NMoameHto «VAP»

6.2 HacTpoiika ceTeBbIX NapaMeTpoB

6.3 HacTpoiika BUpTYyasbHbIX Touek goctyna Wi-Fi (VAP)
6.3.5 [lononHnTenbHble HAacTpoikn VAP
6.6.6 [1loNoNHUTE/bHbIE HACTPOMKN CUCTEMBI
6.8.1 Wi-Fi KnueHTbl

6.8.3 CeTteBas uHopmauus

MepBas ny6nvkauus
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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